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1 Overview

What Is APM?
Currently, user experience has become one of core competences of applications. However,
with the increasing application complexity and growing number of users, how to ensure
normal running of overloaded applications, how to quickly locate faults, and how to quickly
uncover performance bottlenecks have posed a huge challenge for application O&M.

Huawei Application Performance Management (APM) is a cloud service that monitors and
manages cloud application performance and faults in real time. It provides professional
distributed application performance analysis capabilities to help O&M personnel quickly
resolve problems such as error assessments and removal of performance bottlenecks in the
distributed architecture and ensure user experience.

As a cloud application diagnosis service, APM supports applications based on multiple Java
frameworks. It includes powerful analytics tools. APM displays the application status, call
process, and operations performed by users on applications through topology views, call
chains, and transactions. This helps you quickly track down errors that occur during the
process and performance bottlenecks that need to be fixed.

APM Architecture Features
With the emergence of new technologies and methods, fast and agile compatibility with new
technologies and methods is supported. Users have far more urgent demands for monitoring
and analyzing multiple layers, complex technologies, and hybrid applications than ever. APM
provides automatic and real-time monitoring and analysis capabilities in new IT architectures
such as mobile, on-cloud, and distributed systems. It supports proactive O&M and auxiliary
optimization to ensure consistent user experience.

To shield the impact of technical changes on the upper-layer computing and storage layer
architecture, APM uses the multi-layer decoupling, lightweight, independent extension, and
frame-irrelevant data collection access layer to encapsulate bottom-layer technical details and
to provide reliable and stable data analysis formats to the upper layer. In this way, the
computing and storage layer, and the presentation layer can focus on analysis, calculation, and
display of stable data.
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2 Functions

As a cloud application diagnosis service, the APM provides digital operation, call chain
tracing, and non-intrusive collection functions.

Digital Operation
l Topology

The APM displays call and dependency relationships between applications in the
topology map. Application Performance Index (Apdex) is used in topologies to quantify
user satisfaction with application performance. Different colors are used to mark Apdex
values in different ranges. This helps users quickly detect and locate performance
problems.

l Transaction
The APM analyzes the transactions (from the web client or mobile terminal to the server)
in real time, and uses Apdex to rate applications to reflect users' satisfaction with
applications.

Call Chain Tracing

The APM implements comprehensive monitoring on the number of calls, response time, and
number of errors, and displays the service running track and status in a visualized manner,
helping quickly demarcate performance problems and faults.

Non-Intrusive Collection

The APM uses ICAgent to collect application performance data. ICAgent is installed on the
node where applications are deployed. Based on the open-source Pinpoint tool in the industry,
ICAgent collects application metrics in non-intrusive mode. You can easily access the APM
and manage the performance of your applications without modifying your application code.
ICAgent collects only service call data, inventory service data, and called KPIs, but does not
collect your privacy data.

Abnormal SQL Analysis

The APM provides key metric views that present the number of calls, latency, and error
counts of the database and SQL statements. You can analyze the database performance
problems caused by abnormal (slow or incorrect) SQL statements.
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Method Tracing
Method tracing is an extended function of the collection probe. It deploys dynamic tracing
points for a method of a class to trace the method. When the method of this class is called, the
probe collects performance data for the method and displays the data on the Method Tracing
page. Method tracking is used to help application developers locate method-level performance
problems online.

For better understanding of the APM, the following methods are provided for you to choose:

l The demo application has been deployed and has been connected to the APM. You can
use the account provided by Huawei to experience the APM function for free.

l Getting Started
Getting Started describes how to deploy the prepared demo application and connect the
APM to the application for you to understand the connection process and APM
functions.

NOTE

This experience requires you to have an ECS. If you have no ECS, purchase one.

l Connecting APM to Applications
Connect the APM to your application for management.

NOTE

If you know and need to use the APM, you are advised to use this method.
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3 Application Scenarios

Learning about application status using graphs

After applications are deployed, you need to monitor the application operating status, such as
the inter-application relationships, instance status, number of calls, latency, and errors.

APM provides application dashboards and topologies, which graphically display application
relationships, instances, and calls. APM allows you to understand the application status
through one graph.

Analyzing transaction status based on data

After applications go online, O&M personnel need to get a better sense of user experience,
pay attention to areas with poor user experience, and improve user experience. How to
quickly learn user experience?

APM monitors and analyzes transactions in real time. It monitors the full-stack service flows
from the web client or mobile terminal to the server, analyzes the service flows, and evaluates
the transaction status based on the Apdex values, enabling O&M personnel to learn user
experience through monitoring data.

Tracking the root causes of faults through call chains

After applications go online, basic monitoring may fail to meet service requirements. For
example, the system runs slowly but you cannot locate the performance bottleneck, or an error
occurs when a page is being requested, but the call error cannot be located.

To address these problems, APM provides call chains to implement refined monitoring and
tracing for each call of the distributed system, helping O&M personnel accurately locate
system performance bottlenecks.
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4 Basic Concepts

Topology

A topology graphically displays call and dependency relationships between applications. It is
composed of circles, arrows, and resources. Each circle represents an application, and each
section in the circle represents an instance. The fraction in each circle indicates number of
active instance/total number of instances. The data below the fraction indicates the service
latency, call count, and error count. Each arrow represents a calling relationship. Thicker
arrows indicate more calls. The data on arrows is throughput and overall latency. Throughput
is the call count within the selected period. Apdex is used in the topology to quantify user
satisfaction with application performance. Different colors are used to mark Apdex values in
different ranges. This helps users quickly discover problems and locate problem causes.

Transaction

A transaction indicates a complete process describing how a request (usually an HTTP
request) is processed: user request > web server > database > web server > user request. In
real life, a transaction is a one-time task. A user completes a task by using an application, for
example, a commodity query in an e-commerce application is a transaction, and a payment is
also a transaction.

Call Chain

A call chain traces and records service calls and visually restores the execution track and
status of service requests in distributed systems to quickly demarcate performance problems
and faults.

Monitoring Group

You can put applications processing the same type of service into the same monitoring group
so that the application performance can be managed. For example, you can put accounts,
products, and payment applications into the "mall" monitoring group.

Apdex

Apdex is an open standard developed by the Apdex alliance. It defines a standard method to
measure application performance. The Apdex standard converts the application response time
into user satisfaction with application performance in the range of 0 to 1.
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l Apdex principles

Apdex defines the best threshold for the application response time as T (T is determined by
the performance evaluation personnel based on the expected performance requirements), and
then defines three different performance levels based on the application response time and T.

Satisfied: The application response time is shorter than or equal to T. For example, if T is 1.5s
and the application response time is 1s, this application response time is considered as
satisfied.

Tolerating: The application response time is greater than T, but less than or equal to 4T. For
example, if T is 1s, the tolerable upper threshold for the application response time is 4s (4 x
1s).

Frustrated: The application response time is greater than 4T.

l Apdex calculation method

In APM, T is the value of custom threshold, and the application response latency is the
service latency. The Apdex score ranges from 0 to 1 and is calculated as follows:

Apdex = (Number of normal calls x 1 + Number of slow calls x 0.5)/Total number of calls

Where,

Number of normal calls: indicates the number of successful calls that are completed within a
time period of greater than 0 and less than T.

Number of slow calls: indicates the number of successful calls that are completed within a
time period of greater than or equal to T and less than 4T.

Number of extremely slow calls: indicates number of successful calls that are completed
within a time period of greater than 4T.

Total number of calls: indicates the total number of normal calls, slow calls, extremely slow
calls, and incorrect calls.

The Apdex calculation formula is as follows:
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Apdex calculation results indicate application performance status, that is, user satisfaction
with application performance. Apdex results are marked by different colors. For details, see
Table 4-1.

Table 4-1 Apdex values

Apdex Value Color Description

0.75 ≤ Apdex ≤ 1 Green Applications, instances, or transactions respond
quickly when they are called. User satisfaction: high.

0.3 ≤ Apdex < 0.75 Yellow Applications, instances, or transactions respond
slowly when they are called. User satisfaction:
medium.

0 ≤ Apdex < 0.3 Red Applications, instances, or transactions respond
extremely slowly when they are called. User
satisfaction: low.

 

l Example

l Configuring an Apdex threshold

You can configure the Apdex threshold based on your service requirements. For details, see
Configuring Thresholds.

TP99

Top Percentile 99 (tp99) is the minimum time under which 99% of requests have been served.
In APM, latency refers to TP99 latency.

For example, the time required for processing four requests is as follows respectively: 10 ms,
100 ms, 500 ms, or 20 ms.
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In the four requests, the number of 99% requests is 4 x 99%, and the rounding value is 4. That
is, the number of 99% requests is 4. The minimum time required for the four requests is 500
ms, and TP99 latency is 500 ms.

Overall Latency/Service Latency
Latency refers to the time-consuming invocation from initiating a request to getting a
response. In APM, the overall latency refers to the total time consumed by a request, and the
service latency refers to the time consumed by a service. For example, assume that service A
calls service B, and service B calls service C, as shown in the following figure:

Overall latency = TA; Latency of service A = TA; Latency of service B = TB1 + TB2; Latency
of service C = TC

Collection Probe
The probe uses the bytecode enhancement technology to set data points to generate data. The
data will be collected by ICAgent and then displayed on GUIs. After the memory detection
mechanism is turned on, the probe enters the hibernation state and stop data collection if the
instance memory is detected to be too large. How Does APM Collect Data What Data Does
the Probe Collect

ICAgent
ICAgent is the collection agent of APM. It runs on the server where applications are deployed
to collect data obtained by the probe in real time. Installing ICAgent is a prerequisite for
APM usage.
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5 Usage Restrictions

Supported OSs

The APM supports multiple operating systems (OSs). When purchasing an ECS, select an OS
supported by the APM. For details, see Table 5-1.

Table 5-1 Supported OSs and versions

OS Name Supported
Version

Description

SUSE SUSE Enterprise
12 SP1 64bit
SUSE Enterprise
12 SP2 64bit
SUSE Enterprise
11 SP4 64bit

N/A

openSUSE 13.2 64bit
42.2 64bit

N/A

EulerOS 2.2 64bit N/A

CentOS 7.4 64bit
7.3 64bit
7.2 64bit
7.1 64bit
6.9 64bit
6.8 64bit
6.5 64bit
6.3 64bit

N/A

Ubuntu 14.04 server
64bit
16.04 server
64bit

N/A
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OS Name Supported
Version

Description

CoreOS 10.10.5 64bit N/A

Fedora 24 64bit The 25 64-bit versions have been planned and are
being tested.

Debian To be supported The 7.5.0 32-bit and 7.5.0 64-bit versions have been
planned and are being tested.

 

Supported Types
Currently, the APM can connect to only Java applications. The APM supports mainstream
Java frameworks, web servers, communication protocols, and databases. For details about the
supported types, see Table 5-2.

Table 5-2 Supported types

Type Name Version

Tool JDK JDK 7 and JDK 8

Communic
ation
protocol

HttpClient Apache HttpClient 3, Apache HttpClient 4, and JDK
HttpURLConnection

Java
framework

CXF Client 2.6.0–3.2.1

iBATIS 2.3.0 and 2.3.4.726

Jersey 2.0–2.9.1

Mybatis 1.0.0–1.3.1 (Mybatis-Spring) and 3.0.1–3.4.5 (Mybatis3)

Spring 3.1.x–5.0.x

Spring Boot 1.2.x~1.5.x

Dubbo 2.5.3–2.5.4 (Dubbo RPC and Dubbo REST)

CSE(HuaWei) 0.4–0.5 (REST over Servlet, REST over Vertx, and
Highway RPC)

Database MySQL 5.1.x

Oracle ojdbc5, ojdbc6, and ojdbc14

Sybase 2.6.0~3.2.1

mariadb 1.3.x

voltdb 6.x~7.x

postgress 9.0.x, 9.1.x, 9.2.x, 9.3.x, 9.4.x, 42.0.x, and 42.1.x
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Type Name Version

Web server Tomcat 6.x, 7.x, 8.x, and 9.x

Jetty 7.6.x~8.0.0, 8.1.x~9.x.x

JBoss 7.0.0–7.1.3 and 7.2.0

undertow 1.4.x

Message
queue

ActiveMQ 5.6.x~5.15.x

RocketMQ 4.1.x~4.2.x

RabbitMQ 1.3.3 and later (spring-rabbit), 2.7.x (amqp-client), 2.6.0,
and 3.6.5

Kafka 0.9.0.1~0.10.0.2

NoSQL Redis 2.0.0~2.9.0

Memcache 2.9.0~2.12.3(arcus)

Mongodb 3.0.x~3.6.x

Casandra 2.1.x~3.2.x

zookeeper 1.0.x (com.github.adyliu.zkclient) and 0.1.x
(com.github.sgroschupf.zkclient)

ElasticSearch 2.4.x and 5.1.x

Rest Client Common
HTTP

2.x, 3.x, 4.x (httpclient), and ALL (HttpURLConnection)

 

NOTE

More types are being developed.
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6 Feature Updates

Table 6-1 Feature description

Release
d On

What's New

2018-08-
30

Added the performance management function of the mobile and browser
clients. On the Mobile and Browser pages, users can view metric data such as
the user experience, throughput, and delay in real time.

2018-08-
15

Notification rules can be created to send alarm information to specified users
through SMS or email.

2018-06-
30

Updated billing modes. APM provides two billing modes: pay-per-use and
package, enabling users to have more choices. To learn APM pricing details,
click here.

2018-05-
16

Added the function of querying call chain data by monitoring group. You can
select the monitoring group to be queried when searching call chain data to fast
find the desired call chain data. How to Use the Call Chain to Locate a
Problem

2018-04-
20

1. ICAgent 5.10: Supports SQL and method tracing. Before using SQL and
method tracing, you need to upgrade ICAgent.

2. SQL statement analysis: Supports quick location of database performance
problems caused by abnormal SQL statements through key indicators such
as response time and error time. For details, see SQL.

3. Method tracing: Supports customized method tracing rules, helping you
quickly locate performance problems at the method level. To learn how to
configure customized method tracing, click here.

4. Apdex threshold configuration for application-level transactions: Different
Apdex thresholds can be set for different transactions of the same
application to meet diversified requirements. To learn how to configure the
Apdex threshold for a transaction, click here.
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Release
d On

What's New

2018-02-
09

1. UI upgrade: Use a new drawing engine for supporting Internet Explorer 11.
For details, see Topology and Transaction.

2. Topology data display: You can set the time range as you want to view the
topology data over the past seven days. This new feature requires you to
upgrade ICAgent and restart your application by referring to Upgrading
ICAgent. For details, see Topology and Transaction.

3. Intelligent sampling: All data points are collected for abnormal transactions.
Sampling is performed for normal transactions. This ensures efficient fault
locating. For details, see Agent Management.

4. Customized settings: On the Monitoring Group page, you can delete a
monitoring group widget. In addition, you can customize transaction
aliases.

5. The memory detection mechanism: When detecting that instances occupy
too much memory, the probe enters the hibernation state (stopping
collecting data) to prevent instances from being affected. For details, see
Agent Management.

2018-01-
19

Released ICAgent 5.7. It is enhanced to support upgrade and uninstallation.
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