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1 Overview

After purchasing a BMS, you want to know its running status. Bare Metal Server (BMS)
works with the Cloud Eye service to automatically collect monitoring metrics, such as the
CPU, memory, disk, and network usage of a BMS. These metrics help you learn about the
running status and performance of your BMS in time.

This document is prepared based on the BMS and Cloud Eye practices and provides guidance
for you to configure in-band monitoring for BMSs.

1.1 Application Scenarios
l New BMS

When you create a BMS, Cloud-Init can automatically install the Agent for inband
monitoring.

l Existing BMS
To configure inband monitoring for an existing BMS, you need to install and configure
the Agent.

1.2 Constraints
l The Agent can only be installed on BMSs running 64-bit Linux.

l Only CN North-Beijing1 (cn-north-1), CN South-Guangzhou (cn-south-1), and CN
East-Shanghai2 (cn-east-2) are supported now.

l Private images do not support this function.
Table 1-1 lists the Linux images that support inband monitoring.

Table 1-1 Linux images that support inband monitoring

OS Type (64-bit) Version

SUSE Enterprise 11 SP4 and Enterprise 12 SP1

CentOS 6.9, 7.2, and 7.3

EulerOS 2.2
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2 Automatic Agent Installation and

Configuration (New BMS)

This section describes how to enable automatic Agent installation using Cloud-Init when
creating a BMS. The procedure is as follows:

1. Downloading the cloud-config Configuration File: Prepare the cloud-config
configuration file in advance and inject the file when purchasing a BMS.

2. Changing the Subnet DNS Server Address: Change the DNS server address of the
subnet based on the region where the BMS resides.

3. Configuring the Security Group: Download the Telescope package, send metrics, and
collect logs.

4. Purchasing and Configuring a BMS: Create a BMS in the VPC for which the DNS has
been configured and configure user data injection. After the BMS is created successfully,
the Agent will be automatically installed for inband monitoring.

Downloading the cloud-config Configuration File

Download path:

http://obs.myhwclouds.com/telescope/agent/cloudinit_conf_template.txt

Changing the Subnet DNS Server Address

On the management console, change the subnet DNS server address.

1. Click  in the upper left corner of the management console and select the region and
project.

2. Choose Service List > Network > Virtual Private Cloud.
The Network Console is displayed.

3. In the navigation pane on the left, choose Virtual Private Cloud.
– If a VPC is available, click the name of the VPC (for example, vpc-ces_0330) to go

to the VPC details page.
– If no VPC is available, create one by following the instructions in Creating a VPC.

After the VPC is created, click the name of the VPC (for example, vpc-ces_ 0330)
to go to the VPC details page.
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4. On the Subnets page, locate the row that contains subnet-006 and click Modify in the
Operation column.
In the displayed Modify Subnet dialog box, change the value of DNS Server Address 1
to 100.125.1.250.

NOTE

subnet-006 is the subnet of the BMS to be created.

The DNS server address varies depending on the region.

CN North-Beijing1: 100.125.1.250

CN East-Shanghai2: 100.125.17.29, 100.125.136.29

CN South-Guangzhou: 100.125.1.250, 100.125.17.29

Figure 2-1 Changing the DNS server address

5. Click OK.

Configuring the Security Group

Choose Virtual Private Cloud > Security Group, click Add Rule on the right of Sys-
default, and add the rules in Table 2-1.

NOTE

Sys-default is the security group to which the BMS belongs.

Table 2-1 Security group rules

Direction Protocol Port Description

Inbound TCP 80 Used by command wget to
download the Telescope
package from the OBS bucket.Outbound TCP 80

Inbound UDP 53 Used by the DNS to resolve
domain names. The OBS
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Direction Protocol Port Description

Outbound address, Cloud Eye open API
address, and LTS open API
address need to be resolved.

UDP 53

Inbound TCP 443 Used to send metrics and
collect logs. The open APIs of
Cloud Eye and LTS are HTTPS
requests.

Outbound TCP 443

 

Purchasing and Configuring a BMS
1. On the BMS console, click Buy BMS.
2. Configure the BMS specifications.

NOTE

For details about the parameters, see Purchasing a BMS.

– For details about how to select the image, see Table 1-1.
– VPC: Select the VPC for which DNS has been configured.

Figure 2-2 Purchasing a BMS

3. Login Mode: Select Key pair.
4. Expand Advanced Settings. In the User Data Injection area, enter the content of the

cloud-config file downloaded in Downloading the cloud-config Configuration File.
This enables automatic Agent installation and configuration based on the functions
provided by Cloud-Init after the BMS is created.
The cloud-config configuration file is as follows:
#cloud-config
write_files:
  - path: /home/linux/userInfo.txt
    content: |
      {
        "ProjectId":"xxxxxxxxxxxxxxxxxxxxxxxxxxx", 
        "AccessKey":"xxxxxxxxxxxxxxxxxxxx",
        "SecretKey":"xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx",
        "RegionId":"cn-north-1"
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      }
runcmd:
   - cd /usr/local/ && wget http://obs.myhwclouds.com/telescope/agent/
telescope_linux_amd64.tar.gz && tar -zxvf telescope_linux_amd64.tar.gz
  - chmod 755/usr/local/telescope_linux_amd64/install.sh &&/usr/local/
telescope_linux_amd64/install.sh
  -mv /home/linux/userInfo.txt /usr/local/telescope/bin/conf.json
  - cd /usr/local && wgethttp://169.254.169.254/openstack/latest/
meta_data.json
  - cat meta_data.json | python -c'import json,sys;uuid=json.load(sys.stdin)
["uuid"];print"\"InstanceId\"':' " + "\"" + uuid +"\""' > instanceId
  - sed -i "2i \  $(cat instanceId),"/usr/local/telescope/bin/conf.json
  - rm /usr/local/meta_data.json/usr/local/instanceId
Table 2-2 provides descriptions of parameters ProjectId, AccessKey, SecretKey, and
RegionId. Table 2-3 provides the path for downloading Telescope.

Table 2-2 Parameter description

Parameter Description

ProjectId Specifies the project ID, which can be obtained by performing the
following steps:
1. Log in to the management console, click the username in the

upper right corner, and select My Credential.
2. Under Project List, view the BMS project ID in the region.

AccessKey/
SecretKey

Specifies the access keys, which can be obtained by performing
the following operations:
Log in to the management console, click the username in the upper
right corner, select My Credential, and click Access Keys.
l If you have obtained the access key, obtain the AccessKey

value and the SecretKey value in the credentials.csv file saved
when you create Access Keys.

l If Access Keys is not available, you can click Add Access Key
to create one. Save the credentials.csv file and obtain the
AccessKey value and the SecretKey value in it.

NOTICE
The configured access key must be within the Access Keys list on the My
Credential page. Otherwise its authentication will fail and you cannot view
monitoring data on the Cloud Eye console.

RegionId Specifies the region ID. For example, if the BMS is in the CN
North-Beijing1 region, the value of RegionId is cn-north-1. For
region IDs of other regions, log in at http://
developer.huaweicloud.com/en-us/endpoint.html.
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Table 2-3 Obtaining the installation package

Name Format How to Obtain

Linux 64-bit
installation
package

tar.gz CN North-Beijing1: http://
obs.myhwclouds.com/telescope/agent/
telescope_linux_amd64.tar.gz
CN South-Guangzhou:
http://telescope-cn-
south-1.obs.myhwclouds.com/agent/
telescope_linux_amd64.tar.gz
CN East-Shanghai2:
http://telescope-cn-
east-2.obs.myhwclouds.com/agent/
telescope_linux_amd64.tar.gz

 
5. Click Buy Now to create the BMS.
6. After the BMS is successfully created, wait for about 30 minutes and choose Cloud Eye

> Monitoring Panel > BMS to view monitoring data of the BMS.
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3 Manual Agent Installation and

Configuration (Existing BMS)

3.1 Installing the Agent
This section describes how to install the Agent for an existing BMS. The procedure is as
follows:

1. Adding the Resolved Domain Names: Add the resolved domain names of regions to
the /etc/resolv.conf file on the BMS.

2. Changing the Subnet DNS Server Address: Change the DNS server address of the
subnet based on the region where the BMS resides.

3. Configuring the Security Group: Download the Telescope package, send metrics, and
collect logs.

4. Installing the Agent: Manually install the Agent on the BMS.

Adding the Resolved Domain Names
1. Log in to the BMS as user root.
2. Enter vi /etc/resolv.conf to open the /etc/resolv.conf file.
3. Add nameserver 100.125.1.250 to the file.

Figure 3-1 Adding the resolved domain names

NOTE

The values of nameserver vary depending on the region.
CN North-Beijing1: 100.125.1.250
CN East-Shanghai2: 100.125.17.29, 100.125.136.29
CN South-Guangzhou: 100.125.1.250, 100.125.17.29
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4. Press Esc and enter :wq! so save the configuration.

Changing the Subnet DNS Server Address
For details, see Changing the Subnet DNS Server Address.

Configuring the Security Group
For details, see Configuring the Security Group.

Installing the Agent
1. Select the download path of the Agent installation package, switch to the directory.

Take /usr/local as an example and run the following command:
cd /usr/local

2. Take the Linux 64-bit installation package as an example and run the following
command to download the Agent:
wget http://obs.myhwclouds.com/telescope/agent/telescope_linux_amd64.tar.gz
For details about the download path of the installation package for each region, see
Table 2-3.

3. Run the following command to decompress the installation package:
tar -zxvf telescope_linux_amd64.tar.gz
The decompression is successful if the system displays the following information:

Figure 3-2 Successful decompression

4. Run the following command to go to directory where the installation package is
decompressed:
cd telescope_linux_amd64

5. Run the following command to install the Agent:
chmod 755 install.sh; ./install.sh
The installation is successful if the system displays the following information:

Figure 3-3 Successful installation
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NOTE

l The default installation path of the Agent is /usr/local/telescope. After the ./install.sh
command is executed successfully, the Agent is automatically installed in this path.

l If no command output is displayed after the installation, you need to manually start Telescope.
For details, see Starting the Agent.

l In CentOS, the Agent can be set to run automatically at startup. In other systems, after
successfully installing the Agent, you need to manually start it. For details, see Starting the
Agent.

3.2 Configuring the Agent
After successfully installing the Agent, you need to modify related configuration file to report
monitoring data and heartbeat data.

Prerequisites
The Agent has been installed.

Procedure
1. Log in to the BMS as user root.

NOTE

If you use other accounts to log in to the VM, you can run the su - root command to switch to user
root.

2. Run the following command to go to the bin directory of the Agent installation package:
cd /usr/local/telescope/bin

3. Modify public configuration file conf.json.

a. Run the following command to open public configuration file conf.json:
vi conf.json

b. Modify the parameters in the configuration.conf file.
{ 
     "InstanceId":"xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx", 
     "ProjectId": "b5b92ee0xxxxxxxxxxxxxxxxcab92396", 
     "AccessKey": "QZ0XGJXFxxxxxxxxT65R", 
     "SecretKey": "lEv2aXAGwxxxxxxxxxxxxxxxxxxxxF8t0Bf18Tn2", 
     "RegionId": "cn-north-1" 
 }
Table 3-1 provides description of parameter InstanceId. For other parameters, see
Table 2-2.
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Table 3-1 Parameter description

Parameter Description

InstanceId Specifies the BMS ID. You can log in to the
management console and view the BMS ID in the
BMS list.
NOTE

l The ECS ID must be unique in all sites, that is, in the
same region, InstanceId used by the Agent cannot be the
same. Otherwise, exceptions may occur.

l The InstanceId value must be consistent with the actual
BMS ID. Otherwise, the BMS monitoring data is
unavailable on the Cloud Eye console.

 
4. Modify configuration file conf_ces.json of the Cloud Eye metric collection module.

a. Run the following command to open public configuration file conf_ces.json:
vi conf_ces.json

b. Modify the parameters in the file. For details, see Table 3-2.
{ 
   "Endpoint": "https://ces.cn-north-1.myhwclouds.com",
   "EnablePlugin": true
 }

Table 3-2 Parameter description

Parameter Description

Endpoint Specifies the Cloud Eye endpoint URL in the region
of the BMS. For example, if the BMS is in the CN
North-Beijing1 region, the URL is ces.cn-
north-1.myhwclouds.com. For the endpoint values
of other regions, log in at https://
developer.huaweicloud.com/en-us/endpoint.

EnablePlugin Specifies whether to use plugins. If plugins are
required, set this parameter to true.

 
5. (Optional) Configure the software RAID monitoring plugin.

NOTICE
The software RAID name must start with md. Otherwise, monitoring items cannot be
displayed on the monitoring page.

a. Run the following command to create a folder:
mkdir /usr/local/telescope/plugins/

b. Run the following command to switch to the folder:
cd /usr/local/telescope/plugins/

Bare Metal Server
Inband Monitoring Configuration Guide

3 Manual Agent Installation and Configuration (Existing
BMS)

Issue 01 (2018-04-30) 10

https://developer.huaweicloud.com/en-us/endpoint
https://developer.huaweicloud.com/en-us/endpoint


c. Run the following command to obtain the monitoring plugin script:
wget http://obs.myhwclouds.com/obs-bms-agent/raid_monitor.sh

d. Run the following command to modify the file permissions:
chmod 755 raid_monitor.sh

e. Run the following command to create a configuration file:
vi /usr/local/telescope/plugins/conf.json
{
  "plugins": [
    {
      "path": "/usr/local/telescope/plugins/raid_monitor.sh",
      "crontime": 10
    }
  ]
}
path is the plugin path and crontime is the metric collection period (s).
After editing the configuration file, run the service telescoped restart command to
restart the service.

NOTE

l The metric collection period must be an integer equal to or greater than 10. If the metric
collection period is less than 10s, the default value 10s is used. If the collection period is
not an integer, software RAID metrics cannot be collected properly.

l Do not change the path of the plugin without permission. Otherwise, software RAID
metrics cannot be collected properly.

3.3 Managing the Agent
This section guides you to manage the Agent. You can view, start, stop, and uninstall the
Agent.

NOTE

You need to view, start, stop, and uninstall the Agent as user root.

Checking the Agent Status

Log in to the BMS and run the following command to check the Agent status:

service telescoped status

The Agent is running properly if the system displays the following information:

"Telescope process is running well."

Starting the Agent

Run the following command to start the Agent:

/usr/local/telescope/telescoped start

Restarting the Agent

Run the following command to restart the Agent:

/usr/local/telescope/telescoped restart
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Stopping the Agent
Run the following command to stop Agent:

service telescoped stop

NOTE

If the Telescope installation fails, you may fail to stop the Agent, and you can run the following
command to stop the Agent again:

/usr/local/telescope/telescoped stop

Uninstalling the Agent
You can manually uninstall the Agent. After the uninstallation, Cloud Eye does not collect the
BMS monitoring data. If you need to use the Agent again, install it again. For details, see
section Installing the Agent.

Run the following command to uninstall the Agent:

/usr/local/telescope/uninstall.sh
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4 Monitoring Data

After the preceding configurations are complete, click Cloud Eye under Management &
Deployment. In the navigation pane on the left, choose Dashboard > Monitoring Overview
click BMS in the right pane. On the displayed Cloud Service Monitoring page, the BMS
name and status are displayed. You can click View Monitoring Graph to obtain the
visualized monitoring graph of the BMS and view monitoring metrics of the BMS, such as the
CPU load and disk read/write rate.

Figure 4-1 Monitoring Overview
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Figure 4-2 Cloud Service Monitoring

Figure 4-3 Visualized monitoring graph
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5 BMS Metrics

Supported BMS metrics include CPU metrics listed in Table 5-1, CPU load metrics listed in
Table 5-2, memory metrics listed in Table 5-3, disk metrics listed in Table 5-4, NIC metrics
listed in Table 5-5, and software RAID metrics listed in Table 5-6.

NOTE

Agent 1.0.5 or later is required to monitor software RAID metrics, and Agent 1.0.4 or later is required to
monitor the metrics of other items.

Table 5-1 CPU metrics

Metric Description Value Range Monitored
Object

Collection
Mode

CPU Usage in
Idle State

Specifies the
CPU usage in
idle state of the
monitored
object.

0-1 BMS Check file /
proc/stat in a
10s interval.
Run the top
command to
check the
%Cpu(s) id
value.

Other Process
CPU Usage

Specifies the
CPU usage
occupied by
other processes
of the
monitored
object.

0-1 BMS Formula:
Other Process
CPU Usage
(%) = 1- CPU
Usage in Idle
State (%) -
Kernel Space
CPU Usage
(%) - User
Space CPU
Usage (%)
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Metric Description Value Range Monitored
Object

Collection
Mode

Kernel Space
CPU Usage

Specifies the
CPU usage
occupied by
kernel space of
the monitored
object.

0-1 BMS Check file /
proc/stat in a
10s interval.
Run the top
command to
check the
%Cpu(s) sy
value.

User Space
CPU Usage

Specifies the
CPU usage
occupied by
user space of
the monitored
object.

0-1 BMS Check file /
proc/stat in a
10s interval.
Run the top
command to
check the
%Cpu(s) us
value.

 

Table 5-2 CPU load metrics

Metric Description Value Range Monitored
Object

Collection
Mode

Load of CPU in
1 min

Specifies the
CPU load
(tasks/CPU) of
the monitored
object in the
last 1 minute.

≥0 BMS The value is the
load1/ value or
the number of
logical CPUs in
the /proc/
loadavg file.
Run the top
command to
check the load1
value in the /
proc/loadavg
file.
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Metric Description Value Range Monitored
Object

Collection
Mode

Load of CPU in
5 min

Specifies the
CPU load
(tasks/CPU) of
the monitored
object in the
last 5 minutes.

≥0 BMS The value is the
load5/ value or
the number of
logical CPUs in
the /proc/
loadavg file.
Run the top
command to
check the load5
value in the /
proc/loadavg
file.

Load of CPU in
15 min

Specifies the
CPU load
(tasks/CPU) of
the monitored
object in the
last 15 minutes.

≥0 BMS The value is the
load15/ value
or the number
of logical CPUs
in the /proc/
loadavg file.
Run the top
command to
check the
load15 value in
the /proc/
loadavg file.

 

Table 5-3 Memory metrics

Metric Description Value Range Monitored
Object

Collection
Mode

Available
Memory

Specifies the
available
memory (GB)
of the
monitored
object.

≥0 GB BMS Obtain
MemAvailable
from the /proc/
meminfo file. If
the /proc/
meminfo file
does not
contain
MemAvailable,
the value of
MemAvailable
is MemFree
+Buffers
+Cached.
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Metric Description Value Range Monitored
Object

Collection
Mode

Memory Usage Specifies the
memory usage
(%) of the
monitored
object.

0-1 BMS Check file /
proc/meminfo.
Memory Usage
= (MemTotal-
MemAvailable)
/MemTotal

 

Table 5-4 Disk metrics

Metric Description Value Range Monitored
Object

Collection
Mode

Available Disk
Space

Specifies the
available disk
space (GB) of
the monitored
object.

≥0 GB BMS Run the df -h
command to
check the data
in the Avail
column.

Disk Storage
Capacity

Specifies the
disk capacity
(GB) of the
monitored
object.

≥0 GB BMS Run the df -h
command to
check the data
in the Size
column.

Used Disk
Space

Specifies the
used disk space
(GB) of the
monitored
object.

≥0 GB BMS Run the df -h
command to
check the data
in the Used
column.

Disk Usage Specifies the
disk usage of
the monitored
object. It is
calculated as
follows: Disk
Usage = Used
Disk Space/
Disk Storage
Capacity

0-1 BMS Used/Size
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Metric Description Value Range Monitored
Object

Collection
Mode

Disk Read Rate Specifies the
number of bytes
read from the
monitored disk
per second
(byte/s).

≥0 Byte/s BMS The disk read
rate is
calculated by
calculating the
data changes in
the sixth
column of the
corresponding
device in file /
proc/diskstats
at 10s intervals.

Disk Read
Request Rate

Specifies the
number of read
requests sent to
the monitored
disk per second
(request/s).

≥0 Request/
Second

BMS The disk read
requests are
calculated by
calculating the
data changes in
the fourth
column of the
corresponding
device in file /
proc/diskstats
at 10s intervals.

Disk Write Rate Specifies the
number of bytes
written to the
monitored disk
per second
(byte/s).

≥0 Byte/s BMS The disk write
rate is
calculated by
calculating the
data changes in
the tenth
column of the
corresponding
device in file /
proc/diskstats
at 10s intervals.

Disk Write
Request Rate

Specifies the
number of write
requests sent to
the monitored
disk per second
(request/s).

≥0 Request/
Second

BMS The disk write
requests are
calculated by
calculating the
data changes in
the eighth
column of the
corresponding
device in file /
proc/diskstats
at 10s intervals.
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Table 5-5 NIC metrics

Metric Description Value Range Monitored
Object

Collection
Mode

Downstream
Bandwidth

Specifies the
bits sent per
second of the
monitored
object NIC. The
unit is bit/s.

≥0 bit/s BMS Check the
metric value
changes in file /
proc/net/dev in
a 10s interval.

Upstream
Bandwidth

Specifies the
bits received
per second of
the monitored
object NIC. The
unit is bit/s.

≥0 bit/s BMS

NIC Packet
Receiving Rate

Specifies the
packets
received per
second of the
monitored
object NIC. The
unit is count/
second.

≥0 Counts/s BMS

NIC Packet
Sending Rate

Specifies the
packets sent per
second of the
monitored
object NIC. The
unit is count/
second.

≥0 Counts/s BMS

 

Table 5-6 Software RAID metrics

Metric Description Value Range Monitored
Object

Collection
Mode

Number of
active disks of
the software
RAID

Specifies the
active disks of
the software
RAID of the
monitored
object.

≥0, -1
NOTE

If the RAID is
abnormal, the
value is -1.

BMS Run the plug-in
script /usr/
local/telescope/
plugins/raid-
monitor.sh in
10-second
intervals.
Obtain its value
by calculating
the data
changes in the /
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Metric Description Value Range Monitored
Object

Collection
Mode

Number of
working
software RAID
devices

Specifies the
number of
working
software RAID
devices of the
monitored
object.

proc/mdstat
file and run the
mdadm -
D/dev/md0
(RAID name)
command.

≥0, -1
NOTE

If the RAID is
abnormal, the
value is -1.

BMS

Number of
failed software
RAID devices

Specifies the
number of
failed software
RAID devices
of the
monitored
object.

≥0, -1
NOTE

If the RAID is
abnormal, the
value is -1.

BMS

Number of
standby
software RAID
devices

Specifies the
number of
standby
software RAID
devices of the
monitored
object.

≥0, -1
NOTE

If the RAID is
abnormal, the
value is -1.

BMS

Software RAID
status

Specifies the
software RAID
devices of the
monitored
object.

0, 1
NOTE

If the RAID is
normal, the
value is 1. If the
RAID is
abnormal, the
value is 0.

BMS
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6 FAQs

6.1 Why Does Not the Cloud Eye Console Display
Monitoring Data or Why Is There a Delay in Data Display
After Agent Is Installed and Configured?

1. After the Agent is installed successfully, inband monitoring data is displayed on the
Cloud Eye console after two minutes. If BMS is not displayed on the Monitoring
Overview page after five minutes, check whether the time of the BMS is the same as
that of the client where you are using the management console.
The time when the Agent reports data depends on the local time of the BMS. The time
when the console delivers requests is related to the browser time of the client. If the two
are inconsistent, no monitoring data is displayed on the Cloud Eye console.

2. Log in to the BMS and run the service telescoped status command to check the status of
Agent. If the following information is displayed, Agent is running properly:
Telescope process is running well.
If monitoring data is still unavailable, check whether the configurations are correct based
on section Configuring the Agent.
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