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1 Product Description

1.1 What Is Elastic Load Balance?
Elastic Load Balance (ELB) distributes incoming traffic across multiple Elastic Cloud Servers
(ECSs) in accordance with the forwarding policies. This improves the fault tolerance and
increases the availability of your applications.

You can create a load balancer, configure a listening protocol and port, and add backend ECSs
to a load balancer. You can also check the running state of backend ECSs to ensure that
requests are sent only to healthy ECSs.

1.2 Load Balancer Type
ELB provides two types of load balancers: classic load balancer and enhanced load balancer.
You can select an appropriate type to better fit your scenarios and requirements. Both types of
load balancers can work in a public or private network.

Classic Load Balancer

Classic load balancers are applicable to web services with low access traffic and simple
application models.

Enhanced Load Balancer

Enhanced load balancers are applicable to web services with high access traffic. They forward
the requests based on domain names or URLs, making request routing more flexible.
Enhanced load balancers provide comprehensive Layer 7 load balancing capabilities and more
powerful forwarding performance.

Differences
l Application scenario

Enhanced load balancers forward the requests based on domain names or URLs, making
request routing more flexible. Therefore, they are applicable to web services with high
access traffic.

Elastic Load Balance
User Guide 1 Product Description

Issue 03 (2018-08-08) 1



Classic load balancers are applicable to web services with low access traffic and simple
application models.

l Feature
Table 1-1 lists the features of enhanced and classic load balancers.

Table 1-1 Function comparison

Function Classic Load Balancer Enhanced Load
Balancer

Public and private network
load balancing

Supported Supported

Load balancing at Layer 4
and Layer 7

Supported (UDP not
supported for private
network load balancers)

Supported

Load balancing algorithm
(round robin, least
connections, and source IP
hash)

Supported Supported

Sticky session Supported Supported

WebSocket protocol Supported Supported

Forwarding based on
domain name and URL

Not supported Supported

ECSs as backend servers Supported Supported

Access control (whitelist) Not supported Supported

Standard OpenStack APIs Not supported Supported

BMSs as backend servers Not supported Supported

SSL protocol and SSL
encryption algorithms

Supported Not supported

Weight assigned for ECSs Not supported Supported

 

1.3 Basic Architecture

1.3.1 Classic Load Balancer
l Load balancer

A load balancer serves as a single point of contact for clients. It receives incoming traffic
from clients and routes requests to its backend ECSs in one or more Availability Zones
(AZs). It also monitors the health of backend ECSs and ensures that it routes the traffic
only to healthy ECSs. To use ELB, you must first create a load balancer and add at least
one listener and backend ECS to the load balancer.
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l Listener
A listener checks for connection requests. It is configured with a protocol and port
number for connections from clients to the load balancer and a protocol and port number
for connections from the load balancer to backend ECSs. A listener also defines the load
balancing algorithm and forwarding policy.

l Backend ECS
A backend ECS is a server that receives requests routed by the load balancer. The
following figure shows how a classic load balancer works. After the load balancer
receives the requests from clients, the associated listener forwards the requests to
backend ECSs according to the configured forwarding policy and load balancing
algorithm.

Figure 1-1 Architecture of classic load balancers

1.3.2 Enhanced Load Balancer
l Load balancer

A load balancer serves as a single point of contact for clients. It receives incoming traffic
from clients and routes requests to its backend ECSs in one or more AZs. It also
monitors the health of backend ECSs and ensures that it routes the traffic only to healthy
ECSs. To use ELB, you must first create a load balancer and add at least one listener and
two backend ECSs.

l Listener
A listener checks requests from clients and forwards the requests to ECSs in a specific
backend ECS group according to the configured forwarding policy. An HTTPS listener
can also route the requests to different backend ECS groups according to the configured
URL forwarding rules. A listener also defines the listening protocol and port. Currently,
supported protocols include HTTP, TCP, and HTTPS, and the port ranges from 1 to
65535.

l Backend ECS group
A backend ECS group is a set of ECSs added to a listener. When configuring a backend
ECS group, you can select an appropriate algorithm to better fit your requirements.

l Backend ECS
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A backend ECS is a server that receives requests routed by the load balancer. The
following figure shows how an enhanced load balancer works. After the load balancer
receives the requests from clients, the associated listener forwards the requests to
backend ECSs according to the configured forwarding policy and load balancing
algorithm.

Figure 1-2 Architecture of enhanced load balancers

1.4 Features

1.4.1 Classic Load Balancer
l Protocol compliance

Classic load balancers support the following protocols: TCP, UDP, HTTP, and HTTPS.
l Health check

The health check is to monitor the running state of backend ECSs so that load balancer
sends requests only to the ECSs that are running properly. After a faulty ECS is restored,
the load balancer will send requests to this ECS again. The health check protocols
include TCP, UDP, and HTTP.

l Sticky session
If the sticky session feature is enabled, all requests from the same client during one
session will be sent to the same backend ECS.

l Load balancing algorithm
– Round robin: New connection requests are distributed sequentially across all

ECSs, so that request workload is evenly shared.
– Least connections: New connection requests are forwarded to the ECS processing

the least number of connections at that time.
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– Source IP hash: The source IP address of the request is used as the hash key to
identify an ECS in the static fragment table.

l SSL offloading

ELB allows you to manage SSL certificates if you use HTTPS for frontend connections.
You do not need to upload the certificates to backend ECSs. The load balancer handles
the SSL termination, relieving ECSs of the processing burden of encrypting and/or
decrypting traffic sent via SSL.

1.4.2 Enhanced Load Balancer
l Protocol compliance

Classic load balancers support the following protocols: TCP, UDP, HTTP, and HTTPS.

l Health check

The health check is to monitor the running state of backend ECSs so that load balancer
sends requests only to the ECSs that are running properly. After a faulty ECS is restored,
the load balancer will send requests to this ECS again. The health check protocols
include TCP, UDP, and HTTP.

l Sticky session

– Source IP address: The source IP address of the request is used as the hash key to
identify an ECS in the static fragment table.

– HTTP cookie: The load balancer generates a cookie after it receives a request from
a client. All the subsequent requests with the cookie are distributed to the same
backend server for processing.

– App cookie: This type of sticky session relies on backend applications. All requests
with the cookie generated by backend applications are distributed to the same
backend ECS.

l Load balancing algorithm

– Weighted round robin: Connection requests are forwarded to backend ECSs in
sequence, and ECSs with higher weights receive more requests. If two ECSs have
the same weight, they will process the same number of connections.

– Weighted least connections: In addition to the weight assigned to each backend
ECS, the number of connections processed by each ECS is also considered.
Connection requests are forwarded to the ECS with the lowest ratio of connections
to weight.

– Source IP hash: The source IP address of the request is used as the hash key to
identify an ECS in the static fragment table.

l Domain name or URL matching

For Layer-7 load balancing (only HTTP is supported for now), requests can be
forwarded to different backend ECS groups based on the domain name and URL

l Access control

A whitelist can be added to allow specified IP addresses to access the load balancers.

l SSL offloading

ELB allows you to manage SSL certificates if you use HTTPS for frontend connections.
You do not need to upload the certificates to backend ECSs. The load balancer handles
the SSL termination, relieving ECSs of the processing burden of encrypting and/or
decrypting traffic sent via SSL.
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1.5 Advantages
Both types of load balancers have the following advantages:
l High Performance

ELB can process up to 100 million concurrent connections, meeting your requirement to
handle a large number of access requests.

l High Availability
ELB is deployed in cluster mode and provides fault tolerance for your applications by
automatically balancing traffic across multiple AZs.

l Flexible Expansion
Incoming traffic is intelligently distributed to ECSs. ELB can work with Auto Scaling
(AS) to flexibly expand the service capabilities of your applications.

l Easy to Use
ELB can be quickly deployed, and diverse protocols and algorithms are available,
enabling you to easily configure load distribution policies for different scenarios.

Enhanced load balancers also have the following highlights:
l Higher Reliability

Both public and private network load balancers support cross-AZ load balancing. The
consistent hashing algorithm makes the traffic distribution more balanced.

l Easier O&M
ELB allows you to monitor your applications and their performance in real time with
Cloud Eye metrics at the granularity of an individual listener.

1.6 Related Services
l Virtual Private Cloud (VPC)

VPC provides elastic IP addresses (EIP) and bandwidth for load balancers.
l Auto Scaling (AS)

AS can work with ELB to automatically scale the number of backend ECSs for better
load distribution.

l Identity and Access Management (IAM)
IAM provides authentication for ELB.

l Cloud Trace Service (CTS)
CTS records the operations performed on ELB resources.

l Cloud Eye
Cloud Eye can monitor the status of load balancers and listeners associated with
enhanced load balancers, without installing any additional plug-in.

1.7 Application Scenarios
l High Traffic Services

For services with high volume of traffic, such as large portals and mobile application
stores, ELB evenly distributes the access traffic to multiple backend ECSs. The sticky
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session feature ensures that requests from the same client are forwarded to the same
backend ECS, improving the access efficiency.

l Services with Significant Traffic Peaks
ELB automatically scales its request handling capacity according to the incoming traffic.
Deep integration with AS enables ELB to automatically add or remove backend ECSs,
improving the service flexibility. This makes ELB ideal for services that have significant
traffic peaks, such as e-commerce websites, mobile games, and live websites.

l SPOF Elimination
ELB routinely performs health checks on backend ECSs to monitor their healthy state. If
a backend ECS becomes faulty, ELB automatically distributes incoming requests to
healthy backend ECSs, ensuring service continuity.
This makes ELB the right choice for services that require high reliability, such as official
websites, toll collection systems, and common web services.

l Cross-AZ Load Balancing
ELB can distribute traffic across AZs. If an AZ becomes faulty, ELB distributes the
traffic to backend ECSs in other AZs that are running properly.
Banking, policing, and large application systems can use ELB to ensure high service
availability.

1.8 Load Balancer Migration Wizard
After enhanced load balancers are rolled out, you may want to replace your classic load
balancers with enhanced load balancers to better fit your requirements.

Classic load balancers are different from enhanced load balancers in the use and functions, so
not all classic load balancers can be used as enhanced load balancers. Therefore, a migration
wizard is provided to help you determine which classic load balancers can be migrated. With
this tool, you can create enhanced load balancers based on existing classic load balancers
within a few clicks and delete existing classic load balancers.

1.8.1 Components
The migration wizard is composed of migrate.py and user.cfg. Obtain the wizard from
Developer Tools.

l migrate.py is the main script, which provides the following functions:
– Checks whether classic load balancers can be migrated and provides load balancer

IDs.
– Asks you whether to create enhanced load balancers and creates enhanced load

balancers if you agree the creation.
– Asks you whether to delete existing classic load balancers after enhanced load

balancers are created. If you agree to the deletion, existing classic load balancers
will be deleted. If you do not want to delete existing classic load balancers, the
wizard automatically exits, and you need to manually delete these load balancers.

l user.cfg is the configuration file to be configured. The parameters in the configuration
file are as follows:
– username: username used for logging in to the management console
– password: password used for logging in to the management console
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– project_id: project ID

– domain_name: account name

– iam_endpoint: Identify and Access Management (IAM) endpoint

– vpc_endpoint: Virtual Private Cloud (VPC) endpoint

– elb_endpoint: ELB endpoint

– autoscaling_endpoint: Auto Scaling (AS) endpoint

NOTE

l The username, project ID, and account name can be obtained on the My Credential page of
the management console.

l You can view the endpoint of each service on the Regions and Endpoints page on the official
website.

1.8.2 How to Use
The migration wizard can run properly only on a Linux server that has Python installed, and
this server can access your cloud and ping the configured service endpoints.

Precautions
1. If you enable the access log function for classic load balancers, these load balancers

cannot be migrated. If you want to migrate these load balancers, access logs may be lost.

2. After the migration, VIPs of the newly created enhanced load balancers are different
from those of original classic load balancers. Load balancing will be interrupted for a
short time if you delete your classic load balancers. If a domain name is configured for
the load balancer, you need to change the VIP mapped to the domain name.

3. For private network classic load balancers, if the security group have rules added, you
need to configure a whitelist of IP addresses for the listeners.

Preparations
1. Install Python.

2. Install the pip.

3. Check whether Requests has been installed.

– If yes, go to 4.

– If no, run the following command to install Requests:

pip install requests

4. Download the tool code.

5. Configure user.cfg.

Script Execution

Run the following command to execute the script:

python migrate.py
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NOTE

l By default, all classic load balancers will be migrated.

l --lb: (Optional) This parameter is followed by the ID of the classic load balancer to be migrated, for
example, python migrate.py --lb XXXX. If there are multiple IDs, separate them using spaces, for
example, python migrate.py –lb 'XXXX1 XXXX2'.

l --dry-run: (Optional) This parameter checks whether a classic load balancer can be migrated. An
enhanced load balancer will not be created, and the existing classic load balancer will not be deleted.
You can use either python migrate.py --dry-run or python migrate.py --lb XXXX --dry-run.

l After the script is successfully executed, two files will be generated, output and logger.log. output
is a migration report, and logger.log is the log generated during script execution.

1.8.3 Migration Conditions
Classic load balancers are different from enhanced load balancers in use and functions. Not all
classic load balancers can be migrated. If a classic load balancer meets any of the following
conditions, it cannot be migrated:

l The load balancer or associated listener is frozen.
l The load balancer or associated listener is in Abnormal state.
l The load balancer is working with AS.
l The listener uses UDP or SSL.
l The load balancer uses TLSv1.2 as the encryption protocol.
l The backend port is different from the health check port.
l The session stickiness duration is longer than one minute when the listener uses TCP, or

the stickiness duration is shorter than one day when the listener uses HTTP or HTTPS.
l The SNI feature is enabled for certificates.
l The healthy threshold is unequal to the unhealthy threshold.
l Backend ECSs are in the Abnormal state.

1.9 Change History
Date Description

2018-06-30 This issue is the first official release.
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2 Quick Start

2.1 Configuration Process
To distribute traffic to multiple backend ECSs, you need to create a load balancer, add a
listener to the load balancer, configure a health check, and add ECSs to the listener.

Figure 2-1 shows the configuration process.
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Figure 2-1 Configuration flowchart

2.2 Creating a Classic Load Balancer

Scenarios

This section describes how to create a classic load balancer.

Prepare for Creation
l Select the network type of the load balancer.

– Public network (Internet-facing)

A public network load balancer provides load balancing services through a public
IP address and routes requests from the clients to backend ECSs over the Internet.

– Private network (internal)

A private network load balancer provides load balancing services through the
private IP address, and routes requests from the clients to backend ECSs in a VPC.

l Select the protocol.
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Protocol Description Application Scenario

Layer 4 TCP l Source IP address–based
sticky sessions

l Fast data transfer

l Scenarios that require high
reliability and data accuracy,
such as file transfer, email
sending and receiving, and
remote login

l Web applications that
feature a number of
concurrent connections and
require high performance

Layer 4 UDP l Low reliability
l Fast data transfer

Scenarios that focus on
timeliness rather than
reliability, such as video chat,
game, and real-time financial
market information push

Layer 7 HTTP l Cookie-based sticky
sessions

l X-Forward-For request
header

Applications in which the data
content needs to be identified,
such as web applications and
mobile games

Layer 7 HTTP
S

l An extension of HTTP for
encrypted data
transmission that can
prevent unauthorized
access

l SSL offloading
Encryption and
decryption are performed
on the load balancer to
reduce the work load of
backend ECSs.

l Multiple encryption
protocols and cipher
suites

Applications that require
encrypted transmission

 

Create a Load Balancer
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, click Buy Classic Load Balancer and specify the

parameters listed in Table 2-1.
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Table 2-1 Load balancer parameters

Parameter Description Example Value

Name Specifies the load balancer name. elb_01

Type Specifies the network type of a load balancer.
There are two options:
l Public network: A public network load

balancer routes the requests from the
clients to backend ECSs over the Internet.

l Private network: A private network load
balancer routes the requests from the
clients to backend ECSs in a VPC.

Private network

VPC Specifies the VPC where the load balancer
works.
You can select an existing VPC or create one.
For more information about VPC, see the
Virtual Private Cloud User Guide.

VPC_01

AZ Specifies the AZ of the load balancer. This
parameter is available when you select
Private network for Type.

AZ1

EIP Specifies the public IP address bound to a
public network load balancer. This parameter
is available when you select Public network
for Type. Two options are available for you:
l New EIP: The system will assign a new

EIP to the load balancer.
l Use existing: An existing IP address will

be used.

10.154.56.194

EIP Type Specifies the link type (BGP) when a new
EIP is used.
l Static BGP: When changes occur on a

network using static BGP, carriers cannot
adjust network configurations in real time
to ensure optimal user experience.

l Dynamic BGP: When changes occur on a
network using dynamic BGP, routing
protocols provide automatic, real-time
optimization of network configurations,
ensuring network stability and optimal
user experience.

Dynamic BGP

Subnet Specifies the subnet where the load balancer
works when you select Private network for
Type.

N/A
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Parameter Description Example Value

Virtual IP
Address

Specifies the virtual IP address (VIP) bound
to a private network load balancer. This
parameter is available when you select
Private network for Type. Two options are
available:
l Automatically assign: The system will

assign a VIP to the load balancer.
l Manually specify: You need to enter an

IP address.

Automatically
assign

Security Group Specifies the security group of the load
balancer. This parameter is available when
you select Private network for Type.

N/A

Billing Mode Specifies how the EIP you apply for is
charged. You can select Bandwidth or
Traffic.

Bandwidth

Bandwidth Specifies the public network bandwidth in
Mbit/s.

100 Mbit/s

Description Provides supplementary information about
the load balancer.

N/A

 
5. Click Buy Now.
6. After confirming the specifications, click Submit.

Add a Listener
After creating a load balancer, you must add a listener to this load balancer. Perform the
following operations to add a listener:

1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the row that contains the target load balancer

and click its name.
5. In the Listeners area, click Add Listener. In the displayed Add Listener dialog box,

specify the parameters by referring to Table 2-2.

Table 2-2 Listener parameters

Parameter Description Example
Value

Name Specifies the listener name. listener01
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Parameter Description Example
Value

Frontend Protocol/
Port

Specifies the protocol and port the load balancer
uses to receive requests from the client and
forwards the requests to backend ECSs.
Public network load balancers support the
following protocols:
l HTTP: load balancing at Layer 7
l TCP: load balancing at Layer 4
l HTTPS: encrypted load balancing at Layer 7
l UDP: load balancing at Layer 4
A private network load balancer supports the
following protocols:
l HTTP: load balancing at Layer 7
l TCP: load balancing at Layer 4
l HTTPS: encrypted load balancing at Layer 7

TCP/80
UDP/80
HTTP/80
HTTPS/443

Backend Protocol/
Port

Specifies the protocol and port used by backend
ECSs to receive requests.
l TCP: layer-4 load balancing.
l UDP: layer-4 load balance service. When

Frontend Protocol is set to UDP, Backend
Protocol is UDP by default.

TCP/22
HTTP/80

Load Balancing
Algorithm

Specifies the algorithm the load balancer uses to
distribute traffic.
l Round robin: New connection requests are

distributed sequentially across all ECSs, so
that request workload is evenly shared.

l Least connections: New connection
requests are forwarded to the ECS
processing the least number of connections
at that time.

l Source IP hash: The source IP address of
the request is used as the hash key to identify
an ECS in the static fragment table.

NOTE
As access traffic changes, choose the most
appropriate algorithm to improve load balancing.

Round robin

Default Certificate Specifies the certificate used by an HTTPS load
balancer.
You can select an existing certificate or create
one. For how to create a certificate, see 4.7
Certificate.
This parameter is available only when
Frontend Protocol is set to HTTPS.

cert-miij/
9125267e1b1
a4526b346cd
fb9b9f856a
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Parameter Description Example
Value

Enable SNI Specifies whether to enable the Server Name
Indication (SNI) function when Frontend
Protocol is set to HTTPS.
SNI is an extension to Transport Layer Security
(TLS) when a server uses multiple domain
names and certificates. This function allows the
client to submit the domain name information
while sending an SSL handshake request. Once
receiving the request, the load balancer queries
the right certificate based on the domain name
and returns it to the client. If no certificate is
found, the load balancer will issue a default
certificate.

N/A

SNI Certificate Specifies the certificate associated with the
domain name when Frontend Protocol is set to
HTTPS.
You can select an existing certificate or create
one.

N/A

SSL Protocol Specifies the encryption protocol used by an
HTTPS load balancer. This parameter is used to
enable a specified encryption protocol. The
following protocols are supported:
l TLSv1.2
l TLSv1.2 TLSv1.1 TLSv1
This parameter is available only when
Frontend Protocol is set to HTTPS.

N/A

SSL Cipher Specifies the cipher suite used by an HTTPS
load balancer. The following options are
available:
l Default Cipher
l Extended Cipher
l Strict Cipher
This parameter is available only when
Frontend Protocol is set to HTTPS. Extended
Cipher is the only available choice when SSL
Protocol is set to TLSv1.2 TLSv1.1 TLSv1.

N/A

Sticky Session Specifies whether to enable the sticky session
feature.
If the sticky session feature is enabled, all
requests from the same client during one session
will be sent to the same backend ECS.
NOTE

This feature is supported only when Load Balancing
Algorithm is set to Round robin.

N/A
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Parameter Description Example
Value

Stickiness
Duration

Specifies the period of time that sticky sessions
will be maintained. This parameter is available
only when the sticky session feature is enabled.
The parameter value ranges from 1 to 1440.

5 minutes

Health Check
Protocol/Port

Specifies the protocol and port used for
performing health checks on ECSs.
NOTE

When UDP is used for health check, the security
group rules of backend ECSs must allow access using
the ICMP protocol.

HTTP/80

Interval Specifies the maximum amount of time between
health checks in the unit of second.
The value ranges from 1 to 50.

5 seconds

Timeout Specifies the maximum amount of time you
need to wait when receiving a response from the
health check in the unit of second.

10 seconds

Healthy Threshold Specifies the number of consecutive successful
health checks necessary for a backend ECS to
be considered healthy.

3

Unhealthy
Threshold

Specifies the number of consecutive failed
health checks necessary for a backend ECS to
be considered unhealthy.

3

Check Path Specifies the health check URL. This parameter
is available only when Health Check Protocol
is set to HTTP.
NOTE

The following special characters can be contained in
the URL: -/.%?#&=

/test.html

 
6. Click OK.

Add Backend ECSs

You must add running backend ECSs to your listener so that the load balancer can distribute
traffic to the ECSs. Perform the following operations to add backend ECSs:

1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the row that contains the target load balancer

and click its name.
5. In the Listeners area, locate the row that contains the target listener and click Add

Backend ECS in the Operation column.
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6. In the displayed Add Backend ECS dialog box, select the subnet and backend ECSs to
be added. You can filter backend ECSs by name or IP address.

7. Click OK.

Delete a Load Balancer

If you do not need a load balancer any longer, perform the following operations to delete it:

1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the row that contains the target load balancer,

click More the Operation column, and select Delete from the drop-down list.
5. In the displayed Delete Load Balancer dialog box, click OK.

NOTE

If the load balancer has listeners associated, delete the listeners first.

Export Load Balancer Information
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.

4. In the upper right corner of the load balancer list, click .

2.3 Creating an Enhanced Load Balancer

Scenarios

This section describes how to create an enhanced load balancer.

Prepare for Creation
l Select the protocol.

Protocol Description Application Scenario

Layer 4 TCP l Source IP address–based
sticky sessions

l Fast data transfer

l Scenarios that require
high reliability and data
accuracy, such as file
transfer, email sending
and receiving, and remote
login

l Web applications that
feature a number of
concurrent connections
and require high
performance
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Protocol Description Application Scenario

Layer 7 HTTP l Cookie-based sticky
sessions

l X-Forward-For request
header

Applications in which the
data content needs to be
identified, such as web
applications and mobile
games

Layer 7 HTTPS l Unified certificate
management
You can upload certificates
to the load balancer. The
decryption operations are
performed on the load
balancer to reduce the
work load of backend
ECSs.

l Multiple encryption
protocols and cipher suites

Applications that require
encrypted transmission

 

Create a Load Balancer
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, click Buy Enhanced Load Balancer and specify

the parameters based on Table 2-3.

Table 2-3 Load balancer parameters

Parameter Description Example Value

Name Specifies the load balancer name. elb93wd

VPC Specifies the VPC where the load balancer
works.
You can select an existing VPC or create
one.
For more information about VPC, see the
Virtual Private Cloud User Guide.

vpc-4536

Subnet Specifies the subnet that the load balancer
belongs to.

subnet-4536

Virtual IP
Address

Specifies the IP address bound to the load
balancer. You can select Automatically
assign or Manually specify. If you select
Manually specify, enter an IP address.

Manually specify
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Parameter Description Example Value

EIP Specifies the public IP address bound to the
load balancer for routing access requests to
multiple ECSs over the Internet.
The following options are available:
l Not required: No EIP will be bound to

the load balancer. Therefore, the load
balancer cannot receive requests from
clients over the Internet.

l New EIP: The system will assign a new
EIP.

l Use existing: An existing EIP will be
bound to the load balancer. You need to
select an EIP.

Use existing

EIP Type Specifies the link type (BGP) when a new
EIP is used.
l Static BGP: When changes occur on a

network using static BGP, carriers cannot
adjust network configurations in real
time to ensure optimal user experience.

l Dynamic BGP: When changes occur on
a network using dynamic BGP, routing
protocols provide automatic, real-time
optimization of network configurations,
ensuring network stability and optimal
user experience.

Dynamic BGP

Billing Mode Specifies how the EIP you apply for is
charged. You can select Bandwidth or
Traffic.

Bandwidth

Bandwidth Specifies the public network bandwidth
when a new EIP is used.

100 Mbit/s

Description Provides supplementary information about
the load balancer.

N/A

 

5. Click Buy Now.

6. Confirm the specifications and click Submit.

Add a Listener
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.

3. Under Network, click Elastic Load Balance.

4. On the Elastic Load Balance page, locate the row that contains the target load balancer
and click its name.
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5. In the Listeners area, click Add Listener.
6. In the displayed Add Listener dialog box, configure the parameters by referring to

Table 2-4. When Frontend Protocol is set to HTTPS, a certificate must be deployed for
the load balancer.

Table 2-4 Listener parameters

Item Parameter Description Example Value

Listener Name Specifies the
listener name.

listener01

Frontend Protocol/
Port

Specifies the
protocol and port
the load balancer
uses to receive
requests from the
client and forwards
the requests to
backend ECSs.
The port number
ranges from 1 to
65535, and the
following protocols
are available:
l HTTP: load

balancing at
Layer 7

l TCP: load
balancing at
Layer 4

l HTTPS:
HTTPS-based
load balancing

HTTP/80

Backend Protocol Specifies the
protocol and port
used by backend
ECSs to receive
requests.

N/A

Certificate Specifies the
certificate to be
used when the
frontend protocol is
HTTPS.

N/A

Description Provides
supplementary
information about
the listener.

N/A
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Item Parameter Description Example Value

Backend ECS
group

Backend ECS
Group

Specifies a group
of backend ECSs
that have the same
features.
l Select Create

new if you want
to create a
backend ECS
group.

l Select Not
required if you
do not need a
backend ECS
group.

Create new

Name Specifies the name
of the backend
ECS group.

pool-i28r
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Item Parameter Description Example Value

Load Balancing
Algorithm

Specifies the
algorithm the load
balancer uses to
distribute traffic.
l Weighted

round robin:
Requests are
forwarded to
different ECSs
in sequence,
and backend
ECSs assigned
with higher
weights receive
more requests
than those with
smaller weights.
The weight
indicates the
processing
performance of
the ECS. ECSs
with the same
weights process
the equal
number of
connections.

l Weighted least
connections: In
addition to the
weight assigned
to each backend
ECS, the
number of
connections
processed by
each ECS is
also considered.
Connection
requests are
forwarded to
the ECS with
the lowest ratio
of connections
to weight.

l Source IP
hash: The
source IP
address of the

Weighted round
robin
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Item Parameter Description Example Value

request is used
as the hash key
to identify an
ECS in the
static fragment
table.

NOTE
As access traffic
changes, choose the
most appropriate
algorithm to
improve load
balancing.
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Item Parameter Description Example Value

Sticky Session
Type

If the sticky session
feature is enabled,
all requests from
the same client
during one session
will be sent to the
same backend
ECS.
Specifies the sticky
session type. The
following options
are available:
l Source IP

address: The
source IP
address of the
request is used
as the hash key
to identify an
ECS in the
static fragment
table.

l HTTP cookie:
The load
balancer
generates a
cookie after it
receives a
request from a
client. All the
subsequent
requests with
the cookie are
distributed to
the same
backend ECS.

l App cookie:
This type of
sticky session
relies on
backend
applications.
All requests
with the cookie
generated by
backend
applications are
distributed to

Source IP address
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Item Parameter Description Example Value

the same
backend ECS.

NOTE
Source IP address
is the only choice
available when TCP
is used as the
frontend protocol. If
HTTP or HTTPS is
used as the frontend
protocol, the sticky
session type can be
HTTP cookie or
App cookie.
Choose an
appropriate sticky
session type to
better distribute
access traffic and
improve load
balancing.

Cookie Name Specifies the
cookie name.
When App cookie
is selected, you
need to enter a
cookie name.

cookie1223

Description Provides
supplementary
information about
the backend ECS
group.

N/A

Health check Health Check
Protocol

Specifies the health
check protocol.
You can use either
TCP or HTTP.
Once you have
selected a specific
protocol, you
cannot change it.

HTTP
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Item Parameter Description Example Value

Domain Name Specified the
domain name in the
health check
request. The
domain name
consists of digits,
letters, hyphens (-),
and periods (.), and
must start with a
digit or character.
The field is left
blank by default.

www.elb.com

Health Check Port Specifies the health
check port. The
value ranges from
1 to 65535.
NOTE

If no health check
port is specified, the
port of each
backend ECS is
used. If a port is
specified, it will be
used for health
checks.

80

Interval Specifies the
maximum amount
of time between
health checks in the
unit of second.
The value ranges
from 1 to 50.

5 seconds

Timeout Specifies the
maximum amount
of time you need to
wait when
receiving a
response from the
health check in the
unit of second.

10 seconds

Check Path Specifies the health
check path, which
is a URL. This
parameter is
required if Health
Check Protocol is
set to HTTP.

/index.html
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Item Parameter Description Example Value

Maximum Retries Specifies the
maximum number
of retries for the
health check. The
value ranges from
1 to 10.

3

 
7. Click OK.

Add a Whitelist

You can add a whitelist of specified IP addresses to control access to the listener.

For details, see Whitelist.

NOTICE
Adding the whitelist may cause risks. Once the whitelist is set, only the IP addresses specified
in the whitelist can access the listener.
If access control is enabled but no whitelist is added, the listener cannot be accessed.

Add Backend ECSs

You must add backend ECSs in running state to your listener so that the load balancer can
distribute traffic to the ECSs. Perform the following operations to add backend ECSs:

1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the row that contains the target load balancer

and click its name.
5. In the Backend ECS Groups area, click More in the Operation column.
6. Select Add Backend ECS from the drop-down list.
7. Enter the backend port number and select the backend ECSs to be added. You can filter

backend ECSs by name or private IP address.
8. Click OK.

Bind an EIP to a Load Balancer

You can bind an EIP to a load balancer to receive requests over the Internet.

1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
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3. Under Network, click Elastic Load Balance.
4. Locate the row that contains the target load balancer and click its name.
5. On the load balancer details page, click Bind following EIP and select the EIP to be

bound from the drop-down list.

6. Click  to bind the EIP to the load balancer.

NOTE

Click Unbind if you do not need this EIP.

Delete a Load Balancer
If you do not need a load balancer any longer, perform the following operations to delete it:

1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, click Delete in the Operation column.
5. In the displayed Delete Load Balancer dialog box, click OK.

NOTE

If the load balancer has listeners, delete the listeners before deleting the load balancer.

Export Load Balancer Information
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.

4. In the upper right corner of the load balancer list, click .
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3 Management

3.1 Load Balancer

Overview
A load balancer serves as a single point of contact for clients. To balance load, you must
create a load balancer and add at least a listener and backend ECS to the load balancer.

ELB provides two types of load balancers: classic load balancer and enhanced load balancer.
You can select an appropriate type based on application scenarios and requirements.

For how to create a classic load balancer, see Creating a Classic Load Balancer. For how to
create an enhanced load balancer, see Creating an Enhanced Load Balancer.

Public Network Load Balancer
A public network load balancer provides load balancing services through a public IP address
and routes requests from the clients to backend ECSs over the Internet.
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Figure 3-1 Public network load balancer

Private Network Load Balancer
A private network load balancer provides load balancing services through the private IP
address, and routes requests from the clients to backend ECSs in a VPC.
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Figure 3-2 Private network load balancer

3.2 Listener

Scenarios

After creating a load balancer, you need to add at least one listener to the load balancer. A
listener is a process that checks for connection requests using the protocol and port for
connections from clients to the load balancer, and the protocol and port from the load balancer
to backend ECSs.

The listener also defines the health check configuration, through which the load balancer
automatically checks the running state of backend ECSs. If a backend ECS becomes faulty,
the load balancer will stop forwarding the traffic to this ECS.

Add a Listener
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.

3. Under Network, click Elastic Load Balance.

4. On the Elastic Load Balance page, locate the row that contains the target load balancer
and click its name.

5. In the Listeners area, click Add Listener.

For listening configurations of classic load balancers, see Table 2 Listener parameters. For
listening configurations of enhanced load balancers, see Table 2 Listener parameters.

Elastic Load Balance
User Guide 3 Management

Issue 03 (2018-08-08) 32

https://support.huaweicloud.com/en-us/qs-elb/en-us_topic_0015479967.html
https://support.huaweicloud.com/en-us/qs-elb/en-us_topic_0052569751.html


Delete a Listener
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the row that contains the target load balancer

and click its name.
5. In the Listeners area, perform the following operations:

– Locate the row that contains the target listener, click More in the Operation
column, and select Delete to delete the listener.

– Locate the row that contains the target listener and click Delete in the Operation
column to delete the listener.

NOTE

If the listener has a backend ECS associated, remove the ECS first.

3.3 Whitelist
You can add a whitelist to specify the IP addresses that can access the listener.

NOTICE
Only enhanced load balancers provide this function. Adding the whitelist may cause service
risks. Once the whitelist is set, only the IP addresses specified in the whitelist can access the
listener.
If access control is enabled but no whitelist is added, the listener cannot be accessed.

Add a Whitelist
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.

4. On the Elastic Load Balance page, locate the row that contains the target load balancer
and click its name.

5. In the Listeners area, locate the row that contains the target listener, click More in the
Operation column, and select Configure Access Control from the drop-down list. In
the displayed Configure Access Control dialog box, enable Access Control and enter
the IP addresses as prompted.
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Figure 3-3 Configuring access control

Table 3-1 Parameter description

Parameter Description Example Value

Access Control l If access control is enabled but no
whitelist is added, no IP address is
allowed to access the listener.

l If access control is enabled and the
whitelist is added, only IP addresses
specified in the whitelist can access the
listener.

l If access control is disabled, the listener
can be accessed from any IP address.

N/A

Whitelist Lists the IP addresses or network segments
that can access the listener.
NOTE

A maximum of 300 IP addresses or network
segments can be entered. A comma (,) is used to
separate every two IP addresses or network
segments.

10.168.2.24,
10.168.16.0/24
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6. Click OK.

3.4 Backend ECS (Classic Load Balancer)
Before adding backend ECSs, ensure that the security group containing the ECSs has rules
that allow access by 100.125.0.0/16, and specify the health check protocol and port. If a
protocol and port are not specified, health checks cannot be conducted for the added ECSs. If
UDP is used for health checks, the security group rules must use the ICMP protocol in
addition to allowing access from the 100.125.0.0/16 network segment.

To query the health check protocol and port, select the listener to which backend ECSs are to
be added and click View under Health Check. To configure security group rules, choose
Network > Virtual Private Cloud > Security Group. Locate the security group containing
the target ECSs and click the group name to query the rules.

Add Backend ECSs
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the displayed page, locate the row that contains the target load balancer and click its

name.
5. In the Listeners area, locate the row that contains the target listener and click Add

Backend ECS in the Operation column.
6. In the displayed Add Backend ECS dialog box, select the subnet and select the target

backend ECSs from the list. When selecting target ECSs, you can filter the ECSs by their
running status, name, and IP address.

7. Click OK.

View Backend ECSs
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the displayed page, locate the row that contains the target load balancer and click its

name.
5. In the Listeners area, locate the row that contains the target listener and click the number

in the Backend ECSs column.

Remove Backend ECSs
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the displayed page, locate the row that contains the target load balancer and click its

name.
5. In the Listeners area, locate the row that contains the target listener and click the number

in the Backend ECSs column.
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6. To remove multiple backend ECSs, select the target ECSs and click Remove above the
ECS list. To remove a single ECS, locate the row that contains the target ECS and click
Remove in the Operation column, or select the target ECS and click Remove above the
ECS list.

7. In the displayed Remove Backend ECS dialog box, click OK.

3.5 Backend ECS (Enhanced Load Balancer)

Scenarios

This section provides operations for you to add backend ECSs to a load balancer or remove
ECSs from a load balancer when you do not want to use them.

Add Backend ECSs
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the row that contains the target load balancer

and click its name.
5. Add Backend ECSs

Click Backend ECS Groups, locate the row that contains the target ECS group, and
click More > Add Backend ECS in the Operation column.

6. Click OK.

Remove Backend ECSs
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the row that contains the target load balancer

and click its name.
5. Select the backend ECSs to be removed.

Click Backend ECS Groups and locate the target ECS group. Click the number in the
Backend ECSs column. In the displayed Backend ECS dialog box, select the ECSs.

6. To remove a single backend ECS, locate the row that contains the target ECS and click
Remove in the Operation column. To remove multiple backend ECSs, select all ECSs
to be removed and click Remove above the ECS list.

7. In the displayed Remove Backend ECS dialog box, click OK.

Add a Backend ECS Group
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
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4. On the Elastic Load Balance page, locate the row that contains the target load balancer
and click its name.

5. In the Backend ECS Groups area, click Add Backend ECS Group.
6. In the Add Backend ECS Group dialog box, specify the parameters.

Table 3-2 Backend ECS group parameters

Item Parameter Description Example Value

Backend
ECS
Group

Name Specifies the name of the
backend ECS group.

pool-6wk8

Backend
Protocol

l HTTP
l TCP

HTTP

Load
Balancing
Algorithm

Specifies the algorithm the load
balancer uses to distribute
traffic.
l Weighted round robin:

Connection requests are
forwarded to backend ECSs
in sequence, and ECSs with
higher weights receive more
requests.

l Weighted least
connections: In addition to
the weight assigned to each
backend ECS, the number of
connections processed by
each ECS is also considered.
New connection requests are
forwarded to the ECS
processing the least
connection requests, and the
number of requests handled
by this ECS depends on the
assigned weight value.

l Source IP hash: The source
IP address of the request is
used as the hash key to
identify an ECS in the static
fragment table.

NOTE
As access traffic changes, choose
the most appropriate algorithm to
improve load balancing.

Weighted round
robin
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Item Parameter Description Example Value

Sticky Session If the sticky session feature is
enabled, all requests from the
same client during one session
will be sent to the same backend
ECS.
NOTE

This feature is supported only
when Load Balancing Algorithm
is set to Round robin.

N/A

Sticky Session
Type

l Source IP address: The
source IP address of the
request is used as the hash
key to identify an ECS in the
static fragment table.

l HTTP cookie: The load
balancer generates a cookie
after it receives a request
from a client. All the
subsequent requests with the
cookie are distributed to the
same backend ECS.

l App cookie: This type of
sticky session relies on
backend applications. All
requests with the cookie
generated by backend
applications are distributed
to the same backend ECS.

NOTE
Source IP address is the only
choice available when TCP is used
as the frontend protocol. If HTTP
or HTTPS is used as the frontend
protocol, the sticky session type
can be HTTP cookie or App
cookie. Choose an appropriate
sticky session type to better
distribute access traffic and
improve load balancing.

Source IP address

Cookie Name Specifies the cookie name.
When App cookie is selected,
you need to enter a cookie
name.

cookie1223

Description Provides supplementary
information about the backend
ECS group.
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Item Parameter Description Example Value

Health
check

Health Check
Protocol

Specifies the health check
protocol. You can use either
TCP or HTTP. Once you have
selected a specific protocol, you
cannot change it.

HTTP

Domain Name Specified the domain name in
the health check request. The
domain name consists of digits,
letters, hyphens (-), and periods
(.), and must start with a digit or
character. The field is left blank
by default.

www.elb.com

Interval Specifies the maximum amount
of time between health checks
in the unit of second.

5 seconds

Timeout Specifies the maximum amount
of time you need to wait when
receiving a response from the
health check in the unit of
second.

10 seconds

Check Path Specifies the health check path,
which is a URL. This parameter
is required if Health Check
Protocol is set to HTTP.

/index.html

Maximum
Retries

Specifies the maximum number
of retries for the health check.
The value ranges from 1 to 10.

3

 

Disable Health Checks
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the row that contains the target load balancer

and click its name.
5. Click Backend ECS Groups, locate the row that contains the backend ECS group for

which you want to stop the health checks.
6. Click More in the Operation column.
7. Select Configure Health Check from the drop-down list.
8. In the displayed Configure Health Check dialog box, disable the health check function.
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3.6 Certificate

Scenarios

A certificate is required when the listener uses the HTTPS protocol. You can upload a
certificate and bind it to the listener to provide the HTTPS service.

Create a Certificate
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.

3. Under Network, click Elastic Load Balance.

4. On the displayed page, click Certificates.

5. Click Create Certificate. In displayed dialog box, configure the following parameters.

– Load Balancer Type: Select Enhanced or Classic.

– Certificate Name
– Description
– Certificate Content: The content must be in PEM format.

– Private Key
This must be an unencrypted private key. The format is as follows:
-----BEGIN PRIVATE KEY-----
[key]
-----END PRIVATE KEY-----

NOTE

If a certificate chain is used, you need to configure the content and private keys of all
certificates in sequence, starting from the sub-certificate to the root certificate and ensure
that the content is configured in the same sequence as private keys.

For example, if you have three certificates: sub-certificate, intermediate certificate, and root
certificate, the correct configuration sequence is sub-certificate > intermediate certificate >
root certificate.

6. Click OK.

Delete a Certificate

Only certificates that are not in use can be deleted.

1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.

3. Under Network, click Elastic Load Balance.

4. On the displayed page, click Certificates.

5. Locate the row that contains the target certificate and click Delete in the Operation
column.

6. In the displayed dialog box, click OK.
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Modify a Certificate
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the displayed page, click Certificates.
5. Locate the row that contains the target certificate and click Modify in the Operation

column.
6. In the displayed Modify Certificate dialog box, modify the certificate information.
7. Click OK.

Bind a Certificate
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, locate the target load balancer and click its name.
5. In the Listeners area, click Add Listener.
6. In the displayed Add Listener dialog box, specify the parameters as prompted. When

Frontend Protocol is set to HTTPS, a certificate must be deployed for the load
balancer.

Table 3-3 Parameter description

Parameter Description Example
Value

Name Specifies the listener name. listener01

Frontend Protocol/Port Specifies the protocol and port used the
load balancer uses to receive requests
from the client and forwards the requests
to backend ECSs.
Public network load balancers support
the following protocols:
l HTTP: load balancing at Layer 7
l TCP: load balancing at Layer 4
l HTTPS: encrypted load balancing at

Layer 7
l UDP: load balancing at Layer 4
A private network load balancer supports
the following protocols:
l HTTP: load balancing at Layer 7
l TCP: load balancing at Layer 4
l HTTPS: encrypted load balancing at

Layer 7

TCP/80
UDP/80
HTTP/80
HTTPS/443
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Parameter Description Example
Value

Backend Protocol/Port Specifies the protocol and port used by
backend ECSs to receive requests.
l TCP: layer-4 load balancing.
l UDP: layer-4 load balance service.

When Frontend Protocol is set to
UDP, Backend Protocol is UDP by
default.

TCP/22
HTTP/80

Load Balancing
Algorithm

Specifies the algorithm the load balancer
uses to distribute traffic.
l Round robin: New connection

requests are distributed sequentially
across all ECSs, so that request
workload is evenly shared.

l Least connections: New connection
requests are forwarded to the ECS
processing the least number of
connections at that time.

l Source IP hash: The source IP
address of the request is used as the
hash key to identify an ECS in the
static fragment table.

NOTE
As access traffic changes, choose the most
appropriate algorithm to improve load
balancing.

Round robin

Default Certificate Specifies the certificate used by an
HTTPS load balancer.
You can select an existing certificate or
create one.
This parameter is available only when
Frontend Protocol is set to HTTPS.

cert-miij/
9125267e1b1
a4526b346cd
fb9b9f856a

Enable SNI Specifies whether to enable the Server
Name Indication (SNI) function when
Frontend Protocol is set to HTTPS.
SNI is an extension to Transport Layer
Security (TLS) when a server uses
multiple domain names and certificates.
This function allows the client to submit
the domain name information while
sending an SSL handshake request. Once
receiving the request, the load balancer
queries the right certificate based on the
domain name and returns it to the client.
If no certificate is found, the load
balancer will issue a default certificate.

N/A
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Parameter Description Example
Value

SNI Certificate Specifies the certificate associated with
the domain name when Frontend
Protocol is set to HTTPS.
You can select an existing certificate or
create one.

N/A

SSL Protocol Specifies the encryption protocol used by
an HTTPS load balancer. This parameter
is used to enable a specified encryption
protocol. The following protocols are
supported:
l TLSv1.2
l TLSv1.2 TLSv1.1 TLSv1
This parameter is available only when
Frontend Protocol is set to HTTPS.

-

SSL Cipher Specifies the cipher suite used by an
HTTPS load balancer. The following
options are available:
l Default Cipher
l Extended Cipher
l Strict Cipher
This parameter is available only when
Frontend Protocol is set to HTTPS.
Extended Cipher is the only available
choice when SSL Protocol is set to
TLSv1.2 TLSv1.1 TLSv1.

-

Sticky Session Specifies whether to enable the sticky
session feature.
If the sticky session feature is enabled,
all requests from the same client during
one session will be sent to the same
backend ECS.
NOTE

This feature is supported only when Load
Balancing Algorithm is set to Round robin.

N/A

Stickiness Duration Specifies the period of time that sticky
sessions will be maintained. This
parameter is available only when the
sticky session feature is enabled. The
parameter value ranges from 1 to 1440.

5 minutes
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Parameter Description Example
Value

Health Check Protocol/
Port

Specifies the protocol and port used for
performing health checks on ECSs.
NOTE

When UDP is used for health check, the
security group rules of backend ECSs must
allow access using the ICMP protocol.

HTTP/80

Interval Specifies the maximum amount of time
between health checks in the unit of
second.
The value ranges from 1 to 50.

5 seconds

Timeout Specifies the amount of time you need to
wait before receiving the results from a
health check.

10 seconds

Healthy Threshold Specifies the number of consecutive
successful health checks necessary for a
backend ECS to be considered healthy.

3

Unhealthy Threshold Specifies the number of consecutive
failed health checks necessary for a
backend ECS to be considered unhealthy.

3

Check Path Specifies the health check URL. This
parameter is available only when Health
Check Protocol is set to HTTP.
NOTE

The following special characters can be
contained in the URL: -/.%?#&=

/test.html

 

Table 3-4 Parameter description

Item Parameter Description Example Value

Listener Name Specifies the
listener name.

listener01
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Item Parameter Description Example Value

Frontend Protocol/
Port

Specifies the
protocol and port
the load balancer
uses to receive
requests from the
client and forwards
the requests to
backend ECSs.
The port number
ranges from 1 to
65535, and the
following protocols
are available:
l HTTP: load

balancing at
Layer 7

l TCP: load
balancing at
Layer 4

l HTTPS:
HTTPS-based
load balancing

HTTP/80

Backend Protocol Specifies the
protocol and port
used by backend
ECSs to receive
requests.

-

Certificate Specifies the
certificate to be
used when the
frontend protocol is
HTTPS.

-

Description Provides
supplementary
information about
the listener.

-

Backend ECS
group

Backend ECS
Group

Specifies a group
of backend ECSs
that have the same
features.
l Select Create

new if you want
to create a
backend ECS
group.

l Use existing

Select Create new
if you want to
create a backend
ECS group.
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Item Parameter Description Example Value

Name Specifies the name
of the backend
ECS group.

pool-i28r
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Item Parameter Description Example Value

Load Balancing
Algorithm

Specifies the
algorithm the load
balancer uses to
distribute traffic.
l Weighted

round robin:
Requests are
forwarded to
different ECSs
in sequence,
and backend
ECSs assigned
with higher
weights receive
more requests
than those with
smaller weights.
The weight
indicates the
processing
performance of
the ECS. ECSs
with the same
weights process
the equal
number of
connections.

l Weighted least
connections: In
addition to the
weight assigned
to each backend
ECS, the
number of
connections
processed by
each ECS is
also considered.
Connection
requests are
forwarded to
the ECS with
the lowest ratio
of connections
to weight.

l Source IP
hash: The
source IP
address of the

Weighted round
robin
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Item Parameter Description Example Value

request is used
as the hash key
to identify an
ECS in the
static fragment
table.

NOTE
As access traffic
changes, choose the
most appropriate
algorithm to
improve load
balancing.
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Item Parameter Description Example Value

Sticky Session
Type

If the sticky session
feature is enabled,
all requests from
the same client
during one session
will be sent to the
same backend
ECS.
Specifies the sticky
session type. The
following options
are available:
l Source IP

address: The
source IP
address of the
request is used
as the hash key
to identify an
ECS in the
static fragment
table.

l HTTP cookie:
The load
balancer
generates a
cookie after it
receives a
request from a
client. All the
subsequent
requests with
the cookie are
distributed to
the same
backend ECS.

l App cookie:
This type of
sticky session
relies on
backend
applications.
All requests
with the cookie
generated by
backend
applications are
distributed to

Source IP address

Elastic Load Balance
User Guide 3 Management

Issue 03 (2018-08-08) 49



Item Parameter Description Example Value

the same
backend ECS.

NOTE
Source IP address
is the only choice
available when TCP
is used as the
frontend protocol. If
HTTP or HTTPS is
used as the frontend
protocol, the sticky
session type can be
HTTP cookie or
App cookie.
Choose an
appropriate sticky
session type to
better distribute
access traffic and
improve load
balancing.

Cookie Name Specifies the
cookie name.
When App cookie
is selected, you
need to enter a
cookie name.

cookie1223

Description Provides
supplementary
information about
the backend ECS
group.

-

Health check Health Check
Protocol

Specifies the health
check protocol.
You can use either
TCP or HTTP.
Once you have
selected a specific
protocol, you
cannot change it.

HTTP
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Item Parameter Description Example Value

Domain Name Specified the
domain name in the
health check
request. The
domain name
consists of digits,
letters, hyphens (-),
and periods (.), and
must start with a
digit or character.
The field is left
blank by default.

www.elb.com

Health Check Port Specifies the health
check port. The
port number ranges
from 1 to 65535.
NOTE

If no health check
port is specified, the
port of each
backend ECS is
used. If a port is
specified, it will be
used for health
checks.

80

Interval Specifies the
maximum amount
of time between
health checks in the
unit of second.
The value ranges
from 1 to 50.

5 seconds

Timeout Specifies the
amount of time you
need to wait before
receiving the
results from a
health check.

10 seconds

Check Path Specifies the health
check path, which
is a URL. This
parameter is
required if Health
Check Protocol is
set to HTTP.

/index.html
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Item Parameter Description Example Value

Maximum Retries Specifies the
maximum number
of retries for the
health check. The
value ranges from
1 to 10.

3

 
7. Click OK.

3.7 URL Forwarding Policy

Scenarios

Enhanced load balancers allow you to add forwarding policies to forward the requests from
different clients to different backend ECS groups based on the domain names or URLs
specified in the forwarding policies. Currently, you can add forwarding policies only for load
balancers with the frontend protocol set to HTTP or HTTPS.

You can add a maximum of 20 forwarding policies. This allows you to easily forward video,
image, audio, and text requests to different backend ECS groups for processing, improving
the flexibility of service traffic distribution and facilitating resource allocation.

After a forwarding policy is added, the enhanced load balancer will forward frontend requests
based on the following rules:

l If the forwarding policy is matched, the request is forwarded to the backend ECS group
based on this forwarding policy.

l If the forwarding policy is not matched, the request is forwarded to the backend ECS
group of the listener.

Add a Forwarding Policy
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, click the name of the target enhanced load balancer.
5. Locate the listener to which a forwarding policy is to be added, click More in the

Operation column, and select Add Forwarding Policy from the drop-down list.
6. In the Forwarding Policy area, click Add Forwarding Policy. In the displayed Add

Forwarding Policy dialog box, specify the parameters based on Table 3-5.

Table 3-5 Forwarding policy parameters

Parameter Description Example Value

Name Specifies the forwarding
policy name.

l7policy-l2dc
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Parameter Description Example Value

Domain Name Specifies the domain name
for triggering the
forwarding. Only exact
match domain names are
supported.

www.test.com

URL Specifies the URL for
triggering the forwarding.

/login.php

URL Mapping Rule l Exact match
The request URL is
identical to the preset
URL.

l Prefix match
The request URL
matches the header of the
preset URL.

l Regular expression
match
The request URL
matches the preset URL
using the regular
expression.
NOTE

Exact match enjoys the
highest priority, followed
by Prefix match. Regular
expression match is the
last matching rule that will
be used.

N/A

Forwarded To Specifies the backend ECS
group for handling the
requests. A backend ECS
group is a necessary part of
ELB and used to receive and
handle the requests
forwarded by the listener.

pool-nvhc

Description Provides supplementary
information about the
forwarding policy.

N/A

 

7. Click OK.

Example of URL matching

The following table shows how a URL is matched, and Figure 3-4 illustrates how a request is
forwarded to the backend ECS group.
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URL
Mapping
Rule

URL Preset URL

/elb/
index.html

/elb /elb[^\s]* /index.html

Exact match /elb/index.html √ - - -

Prefix
match

√ √ - -

Regular
expression
match

√ - √ -

 

Figure 3-4 Request forwarding

In this figure, the system first searches the request URL (/elb_gls/glossary.html) using the
Exact match rule. If no precisely matched URL is found, the Prefix match rule is used. If a
URL matches the prefix of the request URL, the request is forwarded to backend ECS group
2. Although the request URL also matches rule 3 (Regular expression match), the request is
forwarded to backend ECS group 2 because Prefix match enjoys higher priority.

Delete a Forwarding Policy
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, click the name of the target enhanced load balancer.
5. In the Listeners area, locate the target listener and click its name to switch to the

Forwarding Policy page.
6. Select the forwarding policy to be deleted and click Delete in the Operation column.
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7. In the Delete Forwarding Policy dialog box, click OK to delete the forwarding policy.

3.8 Tag

Scenarios

If you have a large number of cloud resources, including your load balancers, you can assign
tags to your resources to quickly identify a specific resource based on the tags you have
assigned to it. You can also query, modify, and delete these tags to help you manage your
cloud resource.

Currently, you can assign tags only to enhanced load balancers.

Add a Tag

You can use either of the following methods to add a tag to an enhanced load balancer:

l Enter the tag key and value when creating an enhanced load balancer.
For details about the operations and parameters, see Creating an Enhanced Load
Balancer.

l Add a tag to a created enhanced load balancer.

a. Log in to the management console.

b. In the upper left corner of the page, click  and select the desired region and
project.

c. Under Network, click Elastic Load Balance.
d. On the Elastic Load Balance page, click the name of the target enhanced load

balancer.
e. On the displayed load balancer details page, click Tags and then Add Tag.
f. In the displayed Add Tag dialog box, set the tag key and value and click OK.

NOTE

l A maximum of 10 tags can be added to an enhanced load balancer.

l Each tag is a key-value pair, and the tag key is unique.

Modify a Tag
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, click the name of the target enhanced load balancer.
5. On the displayed load balancer details page, click Tags, select the tag to be edited, and

click Edit in the Operation column. In the displayed Edit Tag dialog box, change the
tag value.

NOTE

The tag key cannot be changed.

6. Click OK.
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Delete a Tag
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.
3. Under Network, click Elastic Load Balance.
4. On the Elastic Load Balance page, click the name of the target enhanced load balancer.
5. On the displayed load balancer details page, click Tags, select the tag to be deleted, and

click Delete in the Operation column.
6. In the displayed Delete Tag dialog box, click OK.
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4 Monitoring

4.1 ELB Metrics
Once you have enabled ELB, you can use Cloud Eye to view the status of load balancers or
listeners added to enhanced load balancers without installing any plug-in. Table 4-1 lists the
metrics of classic and enhanced load balancers, and Table 4-2 lists the metrics of enhanced
load balancer listeners.

Table 4-1 Load balancer metrics

Metric Description

Concurrent
Connections

Total number of concurrent connections processed by the load balancer

Active
Connections

Total number of active connections processed by the load balancer

Inactive
Connections

Total number of inactive connections processed by the load balancer

New
Connections

Total number of new connections processed by the load balancer

Incoming
Packets

Number of incoming packets received by the load balancer per second
Unit: Packet/s

Outgoing
Packets

Number of outgoing packets send from the load balancer per second
Unit: Packet/s

Inbound Rate Number of incoming bytes received by the load balancer per second
Unit: Byte/s

Outbound Rate Number of outgoing bytes sent from the load balancer per second
Unit: Byte/s
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Metric Description

Abnormal
Hosts

Number of backend servers considered unhealthy

Normal Hosts Number of backend servers considered healthy

 

Table 4-2 Enhanced load balancer listener metrics

Metric Description

Concurrent
Connections

Total number of concurrent connections processed by the listener

Active
Connections

Total number of active connections processed by the listener

Inactive
Connections

Total number of inactive connections processed by the listener

New
Connections

Total number of new connections processed by the listener

Incoming
Packets

Number of incoming packets received by the listener per second
Unit: Packet/s

Outgoing
Packets

Number of outgoing packets send from the listener per second
Unit: Packet/s

Inbound Rate Number of incoming bytes received by the listener per second
Unit: Byte/s

Outbound Rate Number of outgoing bytes send from the listener per second
Unit: Byte/s

 

4.2 Setting an Alarm Rule

4.2.1 Adding an Alarm Rule
1. Log in to the management console.

2. Under Management & Deployment, click Cloud Eye.

3. In the navigation pane on the left, choose Alarm Management > Alarm Rules.

4. On the Alarm Rules page, click Create Alarm Rule.

The following describes how to create an alarm rule for an enhanced load balancer:

a. Select Elastic Load Balance for Resource Type.

b. Select Enhanced Load Balancer for Dimension. You can also select Listener.
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c. Click Select to select an enhanced load balancer that you want to monitor.
d. Set other parameters as required and then click OK.

Once the alarm rule is set and you have enabled the notification function, the
system automatically sends you a notification when an alarm that complies with the
alarm rule is generated.

NOTE

For more information about load balancer alarm rules, see Cloud Eye User Guide.

4.2.2 Modifying an Alarm Rule
1. Log in to the management console.

1. Under Management & Deployment, click Cloud Eye.
2. In the navigation pane on the left, choose Alarm Management > Alarm Rules.
3. On the Alarm Rules page, locate the target alarm rule. In the Operation column, click

More > Modify.
You can also use the following method to modify the alarm rule.

a. Click the name of the target alarm rule.
b. In the upper right corner of the displayed page, click Modify.
c. On the Modify Alarm Rule page, set parameters as prompted.
d. Set other parameters as required and then click OK.

Once the alarm rule is set and you have enabled the notification function, the
system automatically sends you a notification when an alarm that complies with the
alarm rule is generated.

NOTE

For more information about load balancer alarm rules, see Cloud Eye User Guide.

4.3 Viewing Metrics

Scenarios

You can view the metrics of load balancers on the Cloud Eye dashboard.

There is a short time delay between transmitting and displaying data from monitored metrics,
so the status of each load balancer displayed on the Cloud Eye dashboard at any given time is
not its real-time status. For a newly created load balancer, you need to wait for about 5
minutes to 10 minutes before you can wait its monitoring data.

Prerequisites
l The target load balancer is running properly.

No stopped, faulty, or deleted load balancers are displayed on Cloud Eye.

NOTE

Cloud Eye stops monitoring load balancers that remain in stopped or faulty state for over 24 hours
and removes them from the monitored object list. However, the alarm rules for those removed load
balancers will not be automatically deleted.

l You have configured alarm rules for the load balancer.
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Monitoring data is unavailable without alarm rules configured in Cloud Eye. For details,
see 4.2 Setting an Alarm Rule.

Procedure
1. Log in to the management console.
2. Under Management & Deployment, click Cloud Eye.
3. In the navigation pane on the left, choose Cloud Service Monitoring > Elastic Load

Balance in the Operation column.
4. Locate the target load balancer and click View Monitoring Graph.
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5 Auditing

You can use CTS to record operations associated with ELB for query, auditing, and
backtracking later.

5.1 Key Operations Recorded by CTS
Table 5-1 lists the operations that can be recorded by CTS.

Table 5-1 ELB operations that can be recorded by CTS

Action Resource Type Trace

Configuring access logs accesslog create access log

Deleting access logs accesslog delete access log

Creating a certificate certificate create certificate

Modifying a certificate certificate update certificate

Deleting a certificate certificate delete certificate

Creating a health check healthmonitor create healthmonitor

Modifying a health check healthmonitor update healthmonitor

Deleting a health check healthmonitor delete healthmonitor

Adding a forwarding
policy

l7policy create forwarding policy

Modifying a forwarding
policy

l7policy update forwarding policy

Deleting a forwarding
policy

l7policy delete forwarding policy

Adding a forwarding rule l7rule create forwarding rule

Modifying a forwarding
rule

l7rule update forwarding rule
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Action Resource Type Trace

Deleting a forwarding rule l7rule delete forwarding rule

Adding a listener listener create listener

Modifying a listener listener update listener

Deleting a listener listener delete listener

Creating a load balancer loadbalancer create loadbalancer

Modifying a load balancer loadbalancer update loadbalancer

Deleting a load balancer loadbalancer delete loadbalancer

Adding a backend ECS member add backend ecs

Modifying a backend ECS member update backend ecs

Removing a backend ECS member remove backend ecs

Creating a backend ECS
group

pool create backend member group

Modifying a backend ECS
group

pool update backend member group

Deleting a backend ECS
group

pool delete backend member group

 

5.2 Viewing Traces

Scenarios

Once CTS is enabled, it starts recording cloud resource operations. You can view the
operation records of the last seven days on the management console. This section describes
how to query the operation records.

Procedure
1. Log in to the management console.

2. In the upper left corner of the page, click  and select the desired region and project.

3. Click Service List. Under Management & Deployment, click Cloud Trace Service.

4. In the left navigation pane, choose Trace List.
5. Specify the filters used for querying traces. The following four filters are available:

– Trace Source, Resource Type, and Search By
Select a filter criterion from the drop-down list.

When you select Trace name for Search By, you need to select a specific trace
name.
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When you select Resource ID for Search By, you need to select or enter a specific
resource ID.
When you select Resource name for Search By, you need to select or enter a
specific resource name.

– Operator: Select a specific operator (at user level rather than tenant level).
– Trace Status: Available options include All trace statuses, normal, warning, and

incident. You can only select one of them.
– Time Range: You can query traces generated during any time range of the last

seven days.

6. Click  on the left of a trace to expand its details.

Figure 5-1 Expanding trace details

7. Click View Trace in the Operation column. On the displayed View Trace dialog box,
view details of the trace.

Figure 5-2 View Trace
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6 Best Practices

6.1 Classic Load Balancer

Scenarios
l TCP is used to forward the requests.

l There is a large number of persistent connections.

l Backend ECSs can evenly process requests.

l All requests from the same client are forwarded to the same ECS.

Configuration Reference
1. Create a load balancer. Specify the following information as required:

– Enter a name for the load balancer.

– Select Public network for Type.

– Select a VPC.

– Set the bandwidth.

2. Add a listener. Specify the following information as required:

– Select TCP for Frontend Protocol.

– Select TCP for ECS Protocol.

– Select Round robin for Load Balancing Algorithm.

– Enable Sticky Session.

– Configure Stickiness Duration, which must be longer than the session timeout
duration. For example, if the session timeout duration is 3000s, you can set
Stickiness Duration to 3600.

– Select TCP for Health Check Protocol.

3. Select and add target backend ECSs.

4. Check the health status of target ECSs.
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6.2 Enhanced Load Balancer

Scenarios
For web services that require registration and login, HTTP load balancing is recommended,
such as www.taobao.com and www.yhd.com, two online shopping malls in China. The client
and load balancer can communicate through a Direct Connect connection or VPN peering
connection.

Prerequisites
l HTTP is used to forward web messages.
l The sticky session feature is enabled. A cookie ensures that requests of a single user are

sent to the same ECS for processing, preventing login exception and timeout.
l Requests can be evenly distributed. Requests of different users are forwarded to different

ECSs to balance the load.
l Service faults can be quickly detected and isolated.

Configuration Reference
l Select a protocol.

– HTTP
l Select an algorithm.

– Weighted round robin
l Enable the sticky session feature.
l Configure a health check.

– Select either TCP or HTTP as the health check protocol. If you select HTTP, you
must ensure that an ECS health check page is available and response code 200 is
returned when you visit the page.
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7 FAQs

7.1 Can I Adjust the Bandwidth of a Load Balancer?
You can adjust the bandwidth of a public network load balancer by adjusting that of the bound
EIP. For details about how to modify the EIP bandwidth, see the Virtual Private Cloud User
Guide.

7.2 What Load Balancing Algorithms Does ELB Support?
l Classic load balancers support the following algorithms:

– Round robin: sends requests to backend ECSs in polling mode. This algorithm
applies to short-connection services, such as the HTTP service.

– Least connections: preferentially sends requests to the backend ECS with the least
connections. This algorithm applies to services that have persistent connections,
such as the database service.

– Source IP hash: The source IP address of the request is used as the hash key to
identify an ECS in the static fragment table. Requests from the same client will be
dispatched to a specific backend ECS. This algorithm applies to TCP connections of
load balancers that do not use cookies.

l The enhanced load balancers support the following algorithms:
– Weighted round robin: Connection requests are forwarded to backend ECSs in

sequence, and ECSs with higher weights receive more requests. This algorithm is
often used for short connections, such as HTTP services.

– Weighted least connections: In addition to the weight assigned to each backend
ECS, the number of connections processed by each ECS is also considered. New
connection requests are forwarded to the ECS processing the least connection
requests, and the number of requests handled by this ECS depends on the assigned
weight value. This algorithm is often used for persistent connections, such as
database connection services.

– Source IP hash: The source IP address of the request is used as the hash key to
identify an ECS in the static fragment table. Requests from the same client will be
dispatched to a specific backend ECS. This algorithm applies to TCP connections of
load balancers that do not use cookies.
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7.3 Does ELB Support ECSs Running Different OSs?
Yes.

ELB has no requirements for the OSs used on backend ECSs, only if your ECSs have
consistent data and the same applications deployed. Although there are no specific
requirements for backend OSs, it is recommended that you install the same OS on all of your
ECSs to simplify operation and maintenance (O&M).

7.4 How Many Load Balancers Can I Create by Default?
You can create 10 enhanced load balancers and 5 classic load balancers.

If you need more load balancers, you can apply for a higher quota. The maximum number is
255.

7.5 How Can ELB Support Multiple Certificates?
Each listener supports only one certificate or certificate chain. If you have multiple
certificates or certificate chains, you need to create more listeners.

7.6 How Can I Configure a Public or Private Network
Load Balancer?

When you create an enhanced load balancer, a private network load balancer with a VIP is
created by default. If you bind a public network IP address to the VIP, the load balancer will
serve as a public network load balancer. An enhanced load balancer supports public and
private network access simultaneously.

For classic load balancers, you can create a public network load balancer by choosing the
network type.

7.7 What Functions Do Listeners Provide?
Listeners specify the load balancing protocol and port, ECS protocol and port, and forwarding
policy.

7.8 What Is the Relationship Between the Load Balancing
Algorithms and Sticky Session Types?

The sticky session feature ensures that requests from the same user are forwarded to the same
backend ECS. Three types of sticky sessions are available. Table 7-1 and Table 7-2 list the
relationships between load balancing algorithms and sticky session types.
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Table 7-1 Session stickiness of enhanced load balancers

Load Balancing
Algorithm

Sticky Session Type Layer 4 (TCP) Layer 7 (HTTP/
HTTPS)

Weighted round
robin

Source IP address Supported Not supported

HTTP cookie N/A Supported

App cookie N/A Supported

Weighted least
connections

Source IP address Supported Not supported

HTTP cookie N/A Supported

App cookie N/A Supported

Source IP address Source IP address Supported Supported

HTTP cookie N/A Supported

App cookie N/A Supported

 

Table 7-2 Session stickiness of classic load balancers

Load Balancing
Algorithm

Sticky Session
Type

Layer 4 (TCP/
UDP)

Layer 7 (HTTP/
HTTPS)

Round robin Source IP address Supported Not supported

HTTP cookie N/A Supported

App cookie N/A Not supported

Least connections Source IP address Supported Not supported

HTTP cookie N/A Supported

App cookie N/A Not supported

Source IP address Source IP address Supported Supported

HTTP cookie N/A Supported

App cookie N/A Not supported

 

Round robin is recommended. Layer-4 sticky sessions use source IP addresses, and layer-7
sticky sessions use HTTP cookies.

7.9 What Are Frontend Protocols and Ports?
Enhanced load balancers support load balancing using TCP, HTTP, or HTTPS. Classic load
balancers support load balancing using TCP, UDP, HTTP, or HTTPS. You can select a
protocol and port based on the service requirements.
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Protocol Function

TCP Application deployment using TCP

UDP Application deployment using UDP

HTTP Web application

HTTPS Web applications using HTTPS

 

7.10 What Are Backend Protocols and Ports?
Backend protocols and ports are used by backend ECSs to receive requests. If Internet
Information Services (IIS) is installed on a Windows ECS, the default protocol and port are
HTTP:80.

7.11 Is the EIP Assigned to the Load Balancer Exclusively
Used?

During the lifecycle of your load balancer, the EIP is exclusively used by the load balancer.

For a classic load balancer, you can release the EIP when deleting the load balancer.

For an enhanced load balancer, the EIP can be unbound. After the EIP is unbound, the load
balancer becomes a private network load balancer, and the EIP can be bound to other
resources.

7.12 What Is the Impact of Deleting a Load Balancer?
If your load balancer IP address has been correctly resolved to the domain name and the load
balancer provides services properly, do not delete the load balancer. If the load balancer is
deleted, its IP address and service configuration will be released, and the deleted data cannot
be restored. If you recreate the load balancer, a new IP address will be assigned. You can also
specify the original IP address when creating the load balancer.

7.13 How Do I Rectify a Health Check Failure?
The ELB system initiates a heartbeat check on backend ECSs, and the load balancer
communicates with backend ECSs over an intranet. To achieve a successful health check, you
must ensure that your ECSs are routable from the intranet. You can perform the following
steps to rectify a health check failure.

1. In the Listener area, locate the row that contains the listener for which the health check
fails, and click View in the Health Check column. A dialog box is displayed.
– Health Check Protocol: Ensure that the protocol has been configured and port has

been enabled for the ECS to be checked.
– Check Path: If HTTP is used for the health check, check whether the health check

path for the ECS is correct.
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2. Ensure that software, such as the firewall, in the ECS, does not block the health check
source IP addresses.

3. Check whether the rules of backend ECS security groups and network ACL allow access
by 100.125.0.0/16, and configure the protocol and port used for health check. Obtain the
health check protocol and port from the dialog box displayed in 1.
– If the health check protocol is not specified, the service port of the backend ECS

will be used.
– If the specified health check port is different from that of the backend ECS, both the

health check port and service port must be permitted.
4. If the health check failure persists, contact technical support.

7.14 How Can I Close Health Checks?
If you do not want to conduct health checks on your backend ECSs, you can choose to disable
this function when adding the listener. If you have configured health checks for a backend
ECS group, you can disable this function on the health check configuration page.

After health checks are closed, backend ECSs will no longer receive health check packets. In
this case, the listener will consider these backend ECSs healthy. Therefore, you need to ensure
that the ports of these ECSs are normal.

7.15 How Can I Obtain the Real IP Address of a Visitor?
Layer-7 (HTTP) load balancers automatically obtain real IP addresses of visitors using the X-
Forwarded-For HTTP header. This function is enabled by default and cannot be disabled.

Layer-4 (TCP) load balancers require the TOA kernel module to obtain real IP addresses.

7.16 What Types of Sticky Sessions Does ELB Support?
The enhanced load balancer supports the source IP address, HTTP_COOKIE, and
APP_COOKIE sticky session types. The classic load balancer supports the source IP address
and HTTP_COOKIE sticky session types.

7.17 What Are the Precautions of Using UDP?
l In each health check, UDP and Ping packets are used to obtain the status of backend

ECSs. Therefore, you must ensure that Internet Control Message Protocol (ICMP) is
enabled on the backend ECSs.
Log in to a backend ECS and run the following command as user root:
cat /proc/sys/net/ipv4/icmp_echo_ignore_all
– If the returned value is 1, ICMP is disabled.
– If the returned value is 0, ICMP is enabled.

l If UDP is used, the health check result may be different from the actual status of ECSs.
If a backend ECS runs Linux, the rate of ICMP packets on the ECS is limited due to the
anti-ICMP attack protection mechanism of Linux. In this case, when a service exception
occurs, ELB will not receive the error message "port XX unreachable" and still
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determine that the health check is successful. This results in an inconsistency between
the health check result and the actual ECS status.

l A listener that uses the UDP protocol cannot be not added for a private network classic
load balancer.

7.18 How Does ELB Distribute Traffic?
For public network load balancers, Linux Virtual Server (LVS) uses FullNAT to forward the
packets. As shown in the following figures, for layer-4 protocols, packets are forwarded
through LVS. For layer-7 protocols, packets are forwarded to LVS and then to Nginx.

Figure 7-1 Load balancing at Layer 4

Figure 7-2 Load balancing at Layer 7

7.19 How Can I Check the Network Conditions of a
Backend ECS?

1. Check that the primary NIC has an IP address bound.

a. Log in to the ECS.
b. Run the ifconfig or ip address command to check the IP address of the NIC.

NOTE

For Windows ECSs, run ipconfig on the CLI to check the IP address.

2. Ping the gateway of the subnet where the ECS resides from the ECS to check for basic
communication functions.
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a. Query the gateway address, which usually ends with .1. You can confirm this on the
VPC details page.

Figure 7-3 Querying the IP address

b. Ping the subnet gateway from the ECS. If the gateway cannot be pinged, check the
networks at Layer 2 and Layer 3.

7.20 How Can I Check the Network Configuration of a
Backend ECS?

1. Verify that the security group of the ECS is correctly configured.

a. On the ECS details page, view the security group.
b. Check whether the security group permits IP addresses in the 100.125.0.0/16

network segment. If no, add inbound rules for this network segment based on the
service requirements.

2. Verify that the network ACL of the subnet will not intercept the traffic.
If you can configure the network ACL on the VPC console, ensure that the subnet for
VPC peering connections has been bypassed.

Figure 7-4 Network ACL

7.21 How Can I Check the Status of a Backend ECS?
1. Verify that the ECS is enabled.

a. Log in to the ECS.
b. Run the following command to check the port listening status of the system:

netstat -ntpl
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NOTE

For Windows ECSs, you can run the netstat -ano command on the CLI to view the port
listening status or server software status.

Figure 7-5 Port listening status of the system

2. Verify that the ECS communication function is normal.
For example, if the ECS uses the HTTP protocol and port 80, you can run the curl
command to check whether the communication function is normal.

7.22 How Do I Check Whether a Backend ECS Can Be
Accessed Through an EIP?

1. Bind an EIP to the backend ECS.

a. Log in to the management console.
b. Under Computing, click Elastic Cloud Server.
c. Click the name of the ECS to which the EIP is to be bound.
d. Select the EIPs tab and then click Bind EIP.
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Figure 7-6 Binding an EIP

e. Select the EIP to be bound and click OK.
2. Verify that the ECS can be accessed through the EIP.

For Linux ECSs, run the curl command on the CLI, while for Windows ECSs, use a
browser to verify.

7.23 Is There Anything I Can Do to Assist the O&M
Personnel?

Yes.

ELB still fails to respond after you have performed the operations provided in sections 7.19
How Can I Check the Network Conditions of a Backend ECS? through 7.22 How Do I
Check Whether a Backend ECS Can Be Accessed Through an EIP? In this case, you can
contact customer service.

You need to provide the following information.

Item Description Your Information

ELB ID Load balancer ID -

VPC ID VPC ID -

Virtual IP address Load balancer IP address -

Listener ID Listener ID -

Frontend Protocol/Port Load balancer protocol and
port

-

Health Protocol/Port) Health check protocol and
port

-

Health Check Status Health check status -

ECS1 ID ID of ECS 1 -

ECS2 ID ID of ECS 2 -
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7.24 How Can I Create a Listener in IP Mode?
You can only add listeners in IP mode (DR mode) to enhanced load balancers by calling the
API. If a listener uses the TCP protocol and port 0, it works in the IP mode.

7.25 How Can I Configure HTTPS Mutual Authentication?
Generally, the server must be authorized if HTTPS is used, and a certificate must be
configured on the server. However, in some important services, such as bank payment, the
identities of both communication parties need to be authenticated. This is called mutual
authentication intended to ensure service security. In this case, you must configure a
certificate for the client in addition to the certificate deployed on the server. The following
describes how to configure mutual authentication on the management console.

Prepare Certificates

Server Certificate

The server certificate can be one signed by a certificate authority or a self-signed one. The
following steps use a self-signed certificate as an example to describe how to create a server
certificate.

Step 1 Log in to a Linux server with OpenSSL installed.

Step 2 Run the following commands to create the client directory and enter the directory:

mkdir server

cd server

Step 3 Create OpenSSL configuration file ca_cert.conf for the CA certificate. The file content is as
follows:
[ req ]
distinguished_name     = req_distinguished_name
prompt                 = no
 
[ req_distinguished_name ]
 O                      = ELB

Step 4 Create OpenSSL configuration file server_cert.conf for the server certificate. The file content
is as follows:
[ req ]
distinguished_name     = req_distinguished_name
prompt                 = no
 
[ req_distinguished_name ]
 O                      = ELB
 CN                     = www.test.com

NOTE

Set the CN field to the domain name or IP address of the Linux server.

Step 5 Run the following commands to create CA certificate private key ca.key and server certificate
private key server.key:

Elastic Load Balance
User Guide 7 FAQs

Issue 03 (2018-08-08) 75



openssl genrsa -out ca.key 2048

openssl genrsa -out server.key 2048

Step 6 Run the following commands to create CA certificate CSR file ca.csr and server certificate
CSR file server.csr:

openssl req -out ca.csr -key ca.key -new -config ./ca_cert.conf

openssl req -out server.csr -key server.key -new -config ./server_cert.conf

Step 7 Run the following commands to create self-signed CA certificate ca.crt and server certificate
server.crt:

openssl x509 -req -in ca.csr -out ca.crt -sha1 -days 5000 -signkey ca.key

openssl x509 -req -in server.csr -out server.crt -sha1 -CAcreateserial -days 5000 -CA
ca.crt -CAkey ca.key

----End

Client Certificate

Step 1 Log in to a Linux server with OpenSSL installed.

Step 2 Run the following commands to create the client directory and enter the directory:

mkdir client

cd client

Step 3 Create OpenSSL configuration file ca_cert.conf for the CA certificate. The file content is as
follows:
[ req ]
distinguished_name     = req_distinguished_name
prompt                 = no
 
[ req_distinguished_name ]
 O                      = ELB

Step 4 Create OpenSSL configuration file client_cert.conf for the CA certificate. The file content is
as follows:
[ req ]
distinguished_name     = req_distinguished_name
prompt                 = no
 
[ req_distinguished_name ]
 O                      = ELB
 CN                     = www.test.com

NOTE

Set the CN field to the domain name or IP address of the Linux server.

Step 5 Run the following commands to create CA certificate private key ca.key and server certificate
private key client.key:

openssl genrsa -out ca.key 2048

openssl genrsa -out client.key 2048

Step 6 Run the following commands to create CA certificate CSR file ca.csr and server certificate
CSR file client.csr:

openssl req -out ca.csr -key ca.key -new -config ./ca_cert.conf
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openssl req -out client.csr -key client.key -new -config ./client_cert.conf

Step 7 Run the following commands to create self-signed CA certificate ca.crt and server certificate
client.crt:

openssl x509 -req -in ca.csr -out ca.crt -sha1 -days 5000 -signkey ca.key

openssl x509 -req -in client.csr -out client.crt -sha1 -CAcreateserial -days 5000 -CA
ca.crt -CAkey ca.key

Step 8 Run the following command to convert the client certificate format to .p12, which can be
identified by the browser:

openssl pkcs12 -export -clcerts -in client.crt -inkey client.key -out clie

NOTE

A password is required during command execution. Save this password, which is required when the
certificate is imported to the browser.

----End

Configure Certificates
Server Certificate and Private Key

Step 1 Log in to the management console.

Step 2 On the Elastic Load Balance page, click Create Certificate under Certificates. In the
Create Certificate dialog box, select Server Certificate, copy the content of server
certificate server.crt created in Prepare Certificates to the Certificate Content area and the
content of private key server.key to the Private Key area, and click OK.
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NOTE

The content of the certificate and private key must be PEM-encoded.

----End

CA Certificate

Step 1 Log in to the management console.

Step 2 On the Elastic Load Balance page, click Create Certificate under Certificates. In the
Create Certificate dialog box, select CA Certificate, copy the content of CA certificate
ca.crt created in Prepare Certificates to the Certificate Content area, and click OK.
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NOTE

The certificate content must be PEM-encoded.

----End

Configure the Listener
Bind Certificates

Step 1 Log in to the management console.

Step 2 On the Elastic Load Balance page, locate the target load balancer and click its name to
display the details page. Click Add Listener under Listeners. In the Add Listener dialog
box, select HTTPS for Frontend Protocol, enable Mutual Authentication, select the server
certificate ID and CA certificate ID, and click OK.
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NOTE

Only enhanced load balancer listeners support mutual authentication.

----End

Add Backend ECSs

For details, see Backend Server (Enhanced Load Balancer).

Verifying Functions

Import the Client Certificate

Step 1 Export the client certificate, that is, the .p12 certificate (client.p12) generated in Step 8.

Step 2 Double-click client.p12 and import the certificate as prompted. The system will ask you to
enter a password, which is the one saved in Step 8.

----End

Perform the Verification

Enter the server address in the browser address box. A window is displayed asking you to
select the certificate. Select the client certificate and click OK. Access to the server is
successful.
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8 Appendix

8.1 Configure the TOA Plug-in

Scenarios

ELB provides customized service management strategies for customers. Before customizing
the management strategies, ELB needs to obtain the IP address contained in the original
access request. The TOA kernel module installed on backend ECSs is used to obtain IP
addresses (only IPv4 IP addresses) contained in the access requests.

This section describes how to compile the TOA kernel module in the OS.

The configuration operations of the TOA module for Linux OSs with kernel version of 2.6.32
are different from those for Linux OSs with kernel version of 3.0 or later.

NOTE

The TOA module can work properly in any of the following OSs, but it does not support load balancers
using the UDP protocol:

l CentOS 6.8 (kernel version 2.6.32)

l SUSE 11 SP3 (kernel version 3.0.76)

l CentOS 7/7.2 (kernel version 3.10.0)

l Ubuntu 16.04.3 (kernel version 4.4.0)

l OpenSUSE 42.2 (kernel version 4.4.36)

l CoreOS 10.10.5 (kernel version 4.9.16)

Prerequisites
l The development environment for compiling the kernel module must be the same as that

of the current kernel.
l VMs can access OS repositories.
l Users other than root must have sudo permissions.

Procedure
l In the following operations, the Linux kernel version is 3.0 or later.
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1. Prepare the compilation environment.

The following are operations for compiling the kernel module in different Linux OSs.
Choose appropriate operations as needed.

– CentOS

i. Run the following command to install the GCC:

sudo yum install gcc

ii. Run the following command to install the make tool:

sudo yum install make

iii. Run the following command to install the kernel module development package
(the development package header and module library must have the same
version as the kernel):

sudo yum install kernel-devel-`uname -r`

– Ubuntu

i. Run the following command to install the GCC:

sudo apt-get install gcc

ii. Run the following command to install the make tool:

sudo apt-get install make

iii. Run the following command to install the kernel module development package
(the development package header and module library must have the same
version as the kernel):

sudo apt-get install linux-headers-`uname -r`

– SUSE

i. Run the following command to install the GCC:

sudo zypper install gcc

ii. Run the following command to install the make tool:

sudo zypper install make

iii. Run the following command to install the kernel module development package
(the development package header and module library must have the same
version as the kernel):

sudo zypper install kernel-default-devel

– CoreOS

For CoreOS, the kernel module will be compiled in a container, and it must be
started before the kernel module is compiled.

For detailed operations, see the CoreOS documentation. Obtain the documentation
from the following link:

https://coreos.com/os/docs/latest/kernel-modules.html

2. Compile the Kernel module.

a. Use the git tool and run the following command to download the TOA kernel
module source code:

git clone https://github.com/huaweicloud/elb-toa.git
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NOTE

If the git tool is not installed, download the TOA kernel module source code from the
following link:

https://github.com/huaweicloud/elb-toa

b. Run the following commands to enter the source code directory and compile the
module:
cd src
make
If no warning or error code is prompted, the compilation was successful. Verify that
the toa.ko file was generated in the current directory.

3. Load the kernel module.

a. Run the following command to load the kernel module:
sudo insmod toa.ko

b. Run the following command to check the module loading and to view the kernel
output information:
dmesg | grep TOA
If TOA: toa loaded is displayed in the command output, the kernel module has
been loaded.

NOTE

After compiling the CoreOS kernel module in the container, copy it to the host system and
then load it. The container for compiling the kernel module shares the /lib/modules directory
with the host system, so you can copy the kernel module in the container to this directory,
allowing the host system to use it.

4. Set the script for automatically loading the kernel module.
To make the TOA kernel module take effect when the system starts, add the command
for loading the TOA kernel module to your startup script.
You can use either of the following methods to automatically load the kernel module:
– Add the command for loading the TOA kernel module to a customized startup

script as required.
– Perform the following operations to configure a startup script:

i. Create the toa.modules file in the /etc/sysconfig/modules/ directory. This file
contains the TOA kernel module loading script.
The following is an example of the content in the toa.modules file.
#!/bin/sh
/sbin/modinfo -F filename /root/toa/toa.ko > /dev/null 2>&1
if [ $? -eq 0 ]; then
/sbin/insmod /root/toa/toa.ko
fi
/root/toa/toa.ko is the path of the TOA kernel module file. You need to
replace it with their actual path.

ii. Run the following command to add execution permissions for the toa.modules
startup script:
sudo chmod +x /etc/sysconfig/modules/toa.modules
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NOTE

If the kernel is upgraded, the current TOA kernel module will no longer match.
Therefore, you need to compile the TOA kernel module again.

5. Install the Kernel module on multiple nodes.

To load the kernel module in the same OSs, copy the toa.ko file to VMs where the
kernel module is to be loaded and then perform the operations in 3.

After the kernel module is successfully loaded, applications can obtain the real IP
address contained in the request.

NOTE

The OS of the node must have the same version as the kernel.

l In the following operations, the Linux kernel version is 2.6.32.

NOTE

The TOA plug-in supports the OSs (CentOS 6.8 image) with a kernel of 2.6.32-xx. Perform the
following steps to configure the TOA kernel module:

1. Obtain the kernel source code package Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz
containing the TOA module from the following link:

http://kb.linuxvirtualserver.org/images/3/34/
Linux-2.6.32-220.23.1.el6.x86_64.rs.src.tar.gz

2. Decompress the kernel source code package.

3. Modify compilation parameters.

a. Open the linux-2.6.32-220.23.1.el6.x86_64.rs folder.

b. Edit the net/toa/toa.h file.

Change the value of #define TCPOPT_TOA200 to #define TCPOPT_TOA254.

c. On the shell page, run the following commands:

sed -i 's/CONFIG_IPV6=m/CONFIG_IPV6=y/g' .config

echo -e '\n# toa\nCONFIG_TOA=m' >> .config

After the configuration, the IPv6 module is compiled into the kernel. TOA is
compiled into a separate kernel module and can be independently started and
stopped.

d. Edit Makefile.

You can add a description to the end of EXTRAVERSION =. This description will
be displayed in uname -r, for example, -toa.

4. Run the following command to compile the software package:

make -j n

NOTE

n indicates the number of vCPUs. For example, if there are four vCPUs, n can be set to 4.

5. Run the following command to install the kernel module:

make modules_install

The following information is displayed.
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Figure 8-1 Installing the kernel module

6. Run the following command to install the kernel:
make install
The following information is displayed.

Figure 8-2 Installing the kernel

7. Open the /boot/grub/grub.conf file and configure the kernel to start up when the system
starts.

a. Change the default startup kernel from the first kernel to the zeroth kernel by
changing default=1 to default=0.

b. Add the nohz=off parameter to the end of the line containing the vmlinuz-2.6.32-
toa kernel. If nohz is not disabled, the CPU0 usage may be high, causing uneven
stress.

Figure 8-3 Configuration file

c. Save the modification and exit. Restart the OS.
During the restart, the system will load the vmlinuz-2.6.32-toa kernel.

8. After the restart, run the following command to load the TOA module:
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modprobe toa
You are advised to add the modprobe toa command to both the startup script and the
system scheduled monitoring script.

Figure 8-4 Adding the modprobe toa command

After the TOA module is loaded, query the kernel information.

Figure 8-5 Querying the kernel
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